ISERInk Installation Guide

Version 1.3

January 1, 2016



Document Change log:
Version 1.1: First version released January 2015

Version 1.2: Added section 3.4 describing how to configure AD to support IScorE. Note: AD is
not released as part of ISERInk. You can tie IScorE into an existing AD, create a
new AD, or use IScorE’s build in user account management system.

3.1.2 changed to move details about network configuration elsewhere

3.1.4 was added in order to walk through setting up static IP addresses and DNS
(this changed all image numbers in 3.1.* and the step numbers)

3.1.8 added the section to allow SSH through the firewall downloading the images
is impossible without this step.

3.3.2 added an alternative method that appeared for me that was needed to verify
that the virtual machines were copied over.

3.4.2 was edited to give full details on how to configure IScorE to be publicly
accessible old documentation would give 400 and 502 errors

Version 1.3: Instruction corrections made to various sections. Added additional details to
define how to install based on two possible ISERINK configurations, one directly
connected to the internet and one behind a NAT/FW.
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Background

First developed to support cyber defense competitions (CDCs), ISERInk is a virtual laboratory
environment that allows students an opportunity to undertake hands-on activities focused on
networking, cyber security, and penetration testing. As shown below ISERink support 3
network ranges (Blue, Red, Green). Each range consists of multiple subnets and can support
dozens of teams. In addition ISERInk is connected to the Internet to allow users access to
web servers.

It is built upon an Internet testbed named ISEAGE that provides a real world networking
environment for students. To the students it appears as if their network, which uses public
address space, is directly connected to the Internet. However, the students’ traffic is contained
in the controlled ISEAGE testbed. This prevents misconfigurations or other beginner mistakes
from disrupting a classroom or campus network.

This document will guide you through installing and setting up your own instance of ISERInk.
The ISERInk users guide will walk you through configuring and using ISERInk for different
uses.
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Document sections:

1. System hardware/software requirements
2. Overview of ISERInk
3. Building ISERIink
a. Downloading and installing VMWare's ESXi.
b. Setting up the ESXi virtual networks.
c. Downloading and installing the individual Virtual Machines for ISERink.
d. Configure servers
e. Setting up AD to support IScore
4. Testing ISERInk
5. Appendix A: Configuration tables

Section 1: ISERInk hardware/software
requirements

ISERInk consists of several different virtual machines working together to create the
playground. The core of ISERink runs on a single VMWare ESXi server. The Blue, Red, and
Green team systems are connected to the ISERInk via physical network interfaces.

Hardware requirements:

Machine capable of running VMWare ESXi 5.5 or higher with:
0 6 network cards
0 300 GB of disk space (minimum)
0 24 GB of memory (minimum)
o0 Dual quad core processors (recommended)
Equipment to support the teams (Blue, Red, Green, and White). These can be virtual
using any hypervisor, physical machines, or a combination of both.
A PC running windows to manage the ESXi server
A windows Active Directory server

Software requirements:

VMWare ESXi 5.5 or higher
ISERInk VM'’s

Copyright © 1995-2016, lowa State University of Science and Technology. All rights reserved.
4



Section 2: Overview of ISERInk

ISERInk is a cyber-security playground designed to provide a realistic network environment
that mimics the Internet. At the heart of ISERInk is a collection of virtual machines running
UNIX with custom software used to implement the ISEAGE virtual network. Several other
virtual machines designed to provide various services (i.e. scoring, DHCP for teams, etc.) are
also provided.

ISEAGE is a network testbed developed at lowa State University with funding from the
Department of Justice that is designed to allow for the simulation of various network
configurations. The core of the ISEAGE testbed is a routable IP network. The routable IP
network supports the traffic to and from the networks and systems under test. The routable IP
network is accomplished using a custom program called ISEFlow. The ISEFlow is a modified
router that creates virtual networks that can be interconnected to create a large virtual network.
The ISEFlow can act as a set of virtual routers so that traffic appears to have routed through
the Internet.

You can think of ISERInk as 45 subnets interconnected using a backbone network to create
what we call the competition network, see Figure 2.1. One physical NIC provides the
connection to the Internet for Web traffic, remote access to the scoring system (IScorE), and
VM management. In addition a physical NIC is used for the white team to manage ISERInk,
and another is used to collect the network traffic.

Proxy:
web access
and DNS

Competition
Network

Hrrrirrri

Figure 2.1 ISERInk overview
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Figure 2.2 shows the topology of the VM machines that create the routable Internet (ISEAGE)
along with the machines that create ISERink. As shown in Figure 2.2 ISEAGE supports 45
class C subnets (15 on NIC2, NIC3, and NIC4). In addition NIC 1 is used for the white team to
manage ISERink, and NIC5 is used to collect the network traffic.

NOTE: Each of the 45 competition subnets are external to the ESXi machine running ISERink.
These subnets are connected to ISERink via the physical NICs (2,3,4). For each subnet
ISERInk looks like a gateway (egress) router. The address of the gateway for each of the
competition subnets is XXX. XXX.XXX.254.
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Figure 2.2 ISERink VM topology
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ISERInk Internet access

In order for ISERInk to function it will need access to the Internet. There are three external IP
addresses that are used by ISERink: ESXi management, Snowbank, and IScorE. All access
to the Internet is through NICO. There are two typical methods to connect ISERink to the
public Internet. The first is behind a NAT/FW as shown in Figure 2.3 and the second is directly
to the Internet (Figure 2.4). For each configuration we will discuss the three IP addresses.

Windows Active Directory Server

MAT/

. Pri
ISERink e
e ooy —{)

Internet

ESXi [5corE
Management internal access

Figure 2.3 ISERInk behind a NAT/Firewall

When ISERInk is connected to a private network behind a NAT you will need three private IP
addresses: one for ESXi management, one for Snowbank, and one for IScorE.

ESXi Management: The machine used to configure and manage ISERink needs to be on the
same network that the ESXi management port (NICO) is located. While you can configure your
firewall or NAT to tunnel the ESXi management traffic, we have found it is easier to have the
management PC on the same network.

Snowbank: The devices on the competition network can access the Internet using four
protocols (DNS, HTTP, HTTPS, FTP). This is accomplished using an air-gap proxy. The
external interface of this proxy needs to be connected to the Internet. This connection is made
through Snowbank. Set the WAN interface on Snowbank to one the three private IP
addresses and set the default gateway to the default gateway of your private network.

IScorE: IScorE actually is connected to three different networks. First, it is connected to an
internal private network that is currently not used, unless you decided to install a dedicated
Active Directory to support IScorE account management. If so this would be the ideal network
to connect a dedicated AD. Second, it is connected to the competition network to enable
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scanning and to allow the teams to access documents within the competition network. Lastly,
it will be connected to your private network using one of the three IP addresses. This will
provide access to IScorE on your private network. This can also be made accessible over the
internet if you enable port forwarding or tunneling rules through your private networks NAT for
HTTP/HTTPS traffic.

Internet

ISERink

Private Net External Network |
VMNICB vSwitch 11 VMNICO vSwitch 0

Windows Active Directory Server
Figure 2.4 ISERInk directly connected to the Internet

When ISERInk is connected directly to the public Internet you will need up to four public IP
addresses: one for Snowbank, one for IScorE if you want it to be accessible from the internet,
one for the ESXi server, if you want it to be accessible from the internet, and the last one for
Windows Active Directory Server if you decide to use a publically accessible Windows AD for
IScorE account management. If you don’t already have a publically addressable AD and are
planning to build one solely for ISERink, I would strongly advise doing so and connecting it to
the private network directly connected to IScorE.

ESXi Server Management: If you choose to set the ESXi server to a public IP then any
computer that can access the internet could be used for ESXi Server Management.

Snowbank: The WAN interface requires a Public IP address if ISERInk is directly connected
to the internet. Set the Default gateway according to your ISP.

IScorE: IScorE actually is connected to three different networks. First, it is connected to an
internal private network that is currently not used, however this is a good option if you choose
to install a dedicated Active Directory to support IScorE account management. If you server
had a spare NIC, then you could attach VMNICG6 to the vSwitch 11 for this, or if your server has
capacity to host the AD as a VM then simply connect it that VM to vSwitch 11. Second, it is
connected to the competition network to enable scanning and to allow the teams to access
documents within the competition network. Lastly, you can place a public IP address on one of
the ISCorE NIC’s and make it accessible on the internet.

Copyright © 1995-2016, lowa State University of Science and Technology. All rights reserved.
9



Figure 2.5 shows a more detailed view of ISERink. The additional virtual machines are used to
manage ISERink, provide scoring, and to support the Green, and White teams. In the diagram
red boxes indicate Virtual computers, yellow boxes indicate virtual switches, and the green
boxes are virtual switches that also attach to a physical NIC on the ESXi server.
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Figure 2.5 ISERInk Virtual Machine Topology
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ISERink Component Overview

The table below provides a brief overview of the various Virtual Machines in ISERink and their
function.

Machine Function
Name
Snowbank This is the main firewall between ISEAGE and the Internet. All traffic directed
to the Internet is routed through here.
Snowflake This is the machine that controls the configuration and management of

ISEAGE running on the Board VMs. The ISEAGE configuration file is stored
on this machine and distributed to the Board VMSs.

Gatekey This machine allows for debugging of ISEAGE. It is not necessary for the
operation of ISEAGE and is present for debugging and testing purposes.
Keyholel This machine has a squid proxy server running on it

(http://199.100.16.100:3128) that allows access to HTTPS, HTTP and FTP
sites on the internet. This machine also has a Name Server running on it
which resolves the internal names of the ISEAGE machines.

Keyhole2 This machine has a squid proxy server running on it that forwards internet
requests from Keyholel onto Snowbank.

Board 1 Runs the ISEFlow software on which the ISEAGE network traffic is routed
through. This particular board is set up to handle the traffic for Blue Teams
1-15.

Board 2 Runs the ISEFlow software on which the ISEAGE network traffic is routed
through. This particular board is set up to handle the traffic for Blue Teams
16-30.

Board 3 Runs the ISEFlow software on which the ISEAGE network traffic is routed
through. This particular board is set up to handle the traffic for the Red and
Green teams.

Board 4 Runs the ISEFlow software on which the ISEAGE network traffic is routed
through. This particular board is set up to handle the traffic for the white
team.

Board 5 Runs the ISEFlow software on which the ISEAGE network traffic is routed

through. This particular board is set up to act as a TAP board. This means
that all ISEAGE traffic is routed through this board and can be monitored on
the TAP interface.

ISCorE This VM runs the ISCorE software that monitors the Blue Team machines
and sees which services are actively running on the Blue Team machines.

White-DHCP | Used to manage the white team IP address space. Uses a pfSense firewall
to provide DHCP services.

Green-KALI Used to test ISERInk.
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Section 3: Building ISERInk

This section will detail the steps to install ESXi, configure the virtual networks, install the virtual
machines and configure ISERInk.

Step 3.1. Downloading and installing VMWare's ESXi.

Overview

The first step in building ISERInk is to install and configure VMware ESXi to host the various
virtual machines on a single server. If you need instructions for installing ESXi you can find
help on the VMWare Web site. Many of the screenshots in this document are of VMWare’s
ESXi software and the exact images many be different on your installation.

In this section you will download and install ESXi onto your server. ESXi is a bare-metal
hypervisor that provide a lightweight framework for Virtual Machines to run on top of. ESXi is
free (registration required) bare metal hypervisor that allows guest virtual machines to be run
directly on the host server with little additional overhead. ESXi allows virtual networks to be
built inside of it with multiple virtual machines.

Your machine running ESXi will use one of the network interfaces for remote management.
During installation you will need to give this interface an IP address. The management
interface can be on the public Internet or you can place it behind a NAT and/or Firewall. If you
place it behind a NAT and or Firewall it will be easier to manage if the management PC is
located on the same side of the NAT and/or firewall.

Step 3.1.1: Download ESXi

First, download the image for ESXi 5.5 or higher. Before the image can be downloaded, you
must create a free account with VMware and log in. After logging in, download the ISO image
for ESXi. Also note, near the top of the page is the license key that you will need to register
ESXi with later. It is easiest to burn the ISO on to a CD disk and boot your server from CD to
install the software.
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VMware vSphere Hypervisor 5.5
Download Center Welcome

Welcome to the VMware vSphere Hypervisor
Download Center! This download center features ﬁ
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classes to make your use of vSphere Hypervisor a

You registered for this product. Your
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Looking for ESXi4? Download it
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Thank you for registering for VMware vSphere Hypervisor, which includes VMware ESXi and vSphere Client.
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u have questions or need support, visit the VMware Technology Network for
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r es, or contact your local authorized VMware partner. Additional support is also

and other reso
store.

License Information

COMPONENT LICENSE ESXi License Key

Figure 3.1.1: Location of ESXi key

Step 3.1.2: Install ESXi

After downloading the ESXi ISO image, install ESXi on your server (the default settings are
fine). If you need further information on installing ESXi, you can find information online or on
the ESXi web site. The most common problem is not having ESXi compatible hardware. The
VMWare web site has compatibility guides to help determine if your hardware is compatible.

During the installation process you will need to create the root password for the ESXi
hypervisor. The root password for the ESXi is used to manage the ESXi system and should
not be shared with general users.

After ESXi has been installed, you will be presented with a screen which looks similar to
Figure3.1.2.
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Figure 3.1.2: ESXi Main Screen
Step 3.1.3: Map Network Interfaces on ESXi
After installing ESXi, one of the first things that should be done is to map and label the physical
network adapters (NICs) on the server. To do this you will individually hook up the physical

NICs to a switch or router and see which interface shows as active in ESXi. First, press the F2
key to enter the ESXi configuration page. Enter your root password and then press Enter.

Authent icat ion Required

Enter an authorized login name and password for
localhost. .

Conf igured Keyboard (US Default)
Login Nane: [ root 1

<Enter> 0K <Esc> Cancel

Figure 3.1.3: ESXi Password screen
Use the arrow keys to select Configure Management Network as shown in Figure 3.1.4 and

then press enter.
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Figure 3.1.4: Configure Management Network

Press enter to select Network Adapters. You will then be with a screen that looks similar to

Figure 3.1.5.

Netuwork Adapters

Select the adapters for this host’s default nanagenent network

connection. Use two or more adapters for fault-tolerance and
load-balancing.

Device Name
[X] vmnicD
[ 1 vmnicl

Harduare Label (MAC Address)
N/A (0D0:15:17:fb:7c:18)
N/A (B0:15:17:fb:7c:19)

Status
Connected (...)
Disconnected

<D> Vieuw Details <Space> Toggle Selected <Enter> 0K <Esc> Cancel

Figure 3.1.5: ESXi Network Adapters
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If any of the NICs are currently connected to anything, the status for that NIC will show up as
connected on this screen. One by one, hook up to NICs on the server to either a switch or a
router. Exit out of the Network Adapters dialog box by pressing the Esc key and then re-enter
the Network Adapters dialog box by pressing the Enter key. The Network Adapters dialog box
should now show a different VMNIC as connected. Repeat this process for all of the NICs on
the server and either write down the NIC mapping or label the NICs on the server. You will
need this information later to properly connect the server. You can use the table in Appendix
A to fill in what you discover.

Step 3.1.4: Configure network settings

Next an IP address must be assign for the management port. The IP address of the
management port is needed to remotely manage the ESXi system. The worksheet in
Appendix A can be used to write down this information for future reference. From the
Configure Management Network use the arrow keys to select IP Configuration and hit enter.
You will then be with a screen that looks similar to Figure 3.1.6.

IP Conf iguration

This host can obtain netuork settings automatically if your netuwork
cludes a DHCP server. If it does not, the following settings must be

specified:

0000 OO

iC ) Use dynamic IP address and netuwork conflguratlon
(o) Set static IP address and netuork cunrlguratinn<‘

IP Address
Subnet Mask
Default Gateuway

Up/Doun> Select <Space?> Mark Selected

Figure 3.1.6: IP Configuration

Use the arrow keys to highlight Set static IP address and network configurations: and hit
Spacebar to select it. Fill out the IP address for the management port, subnet mask, and
default gateway then hit enter. If you do not know what to put here contact your system
administrator.

From the Configure Management Network use the arrow keys to select DNS Configuration
and hit enter. You will then be with a screen that looks similar to Figure 3.1.7.
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Figure 3.1.7: DNS Configuration

Use the arrow keys to highlight Use the following DNS server addresses and hostname:
and hit Spacebar to select it. Fill out the primary DNS server, Alternate DNS server and,
Hostname then hit enter. If you do not know what to put here contact your system
administrator.

Step 3.1.5: Enable remote management of ESXi

In order to download the ISERink images you will need to use the command line interface of
the ESXi hypervisor. This can be done two ways. Either you may use the ESXi shell, or you
may remotely access it via SSH. One or both options must be enabled. To enable these
options you need to enter the ESXi configuration page as shown in Step 3.1.3. The options
are enabled by selecting the menu item “ Troubleshooting Options” as shown in Figure
3.1.4. There you will see an option “Enable SSH” and an option “Enable ESXi shell”. Once
enabled you can access the command line interface. (You will do this later.)

To access the command line interface using the ESXi shell you need to press F1 on the
keyboard connected to the ESXi machine. This will bring up a UNIX login prompt and you can
enter the username root and the root password. If you choose to use SSH you will need an
SSH client on the PC you are using to manage ESXi.

Step 3.1.6: Configuring ESXi

To configure ESXi, you must first download and install the vSphere Client (runs on Windows
only). To do this, on a separate Windows machine that is on the same network as the server,
open a web browser and navigate to the web address given on the ESXi main screen (see
Figure 3.1.2 for a reference of where to find the ESXi server IP address). If you receive a
warning about the site's security certificate not being trusted, ignore the warning and proceed
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anyway. After navigating to the ESXi server IP address, you will see a screen similar to Figure
3.1.8.

Note: The machine used to configure and manage ISERink needs to be able to access the
same network that the ESXi management port is located. While you can configure your
firewall or NAT to tunnel the ESXi management traffic, we have found it is easier to have the
management PC on the same network.
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VMware ESXi

Welcome

Gettin g Starte d For Administrators

If you need to access this host remotely, use the following
program to install vSphere Client software. After running the
installer, start the client and log in to this host.

vSphere Remote Command Line

The Remote Command Line allows you to
use command line tools to manage

Please note that the traditional vSphere Client does not support vSphere from a client machine. These
features added to vSphere in the 5.1 and 5.5 releases. The tools can be used in shell scripts to
traditional vSphere Client is intended for use if you need to automate day-to-day operations.
connect directly to an ESXi host, are performing certain vSphere * Download the Virtual Appliance
Update Manager operations, or are running vCenter Plug-ins that * Download the Windows Installer (exe)
support only the vSphere Client such as vCenter Site Recovery * Download the Linux Installer (tar.gz)
Manager or vCenter Multi-Hypervisor Manager. WeliiBased Datasiore Prowser
You can take advantage of the fullest range of functionality Use your web browser to find and
introduced or updated in this release by using the vSphere Web download files (for example, virtual
Client. machine and virtual disk files).

e Browse datastores in this host's

e Download vSphere Client inventory

To streamline your IT operations with vSphere, use the following

: i d For Developers
program to install vCenter. vCenter will help you consolidate and

optimize workload distribution across ESX hosts, reduce new vSphere Web Services SDK
system deployment time from weeks to seconds, monitor your Learn about our latest SDKs, Toolkits, and
virtual computing environment around the clock, avoid service APIs for managing VMware ESX, ESXi, and
disruptions due to planned hardware maintenance or unexpected VMware vCenter. Get sample code,
failure, centralize access control, and automate system reference documentation, participate in
administration tasks. our Ecrum Dlscuss.icns, and view our latest
Sessions and Webinars.
« Download VMware vCenter e Learn more about the Web S

If you need more help, please refer to our documentation library: =

¢ vSphere Documentation

Figure 3.1.8: ESXi Server Web Page
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Click on the "Download vSphere Client" link to download the vSphere client installer from the
ESXi server. After the vSphere client is downloaded, install it. After installing the vSphere
client, run the program. You will be presented with a window similar to Figure 3.1.9.

,
G e L

vmware

==

VMware vSphere
Client

LQ In vSphere 5.5, all new vSphere features are available only
through the vSphere Web Client. The traditional vSphere Client
will continue to operate, supporting the same feature set as
vSphere 5.0, but not exposing any of the new features in
vSphere 5.5.

The vSphere Client is still used for the vSphere Update
Manager (VUM) and Host Client, along with a few solutions
(e.q. Site Recovery Manager).

To directly manage a single host, enter the IP address or host name.
To manage multiple hosts, enter the IP address or name of a
vCenter Server.

IP address / Name: || E]

User name: I

Password: |

I Use Windows session credentials

logn | cose | Hep

Figure 3.1.9: vSphere client login window

Enter the IP address of your ESXi server (the same one used to download the ESXi client).
The username is root, and the password is the password you chose when setting up the ESXi
server. After logging into vSphere you should see a screen similar to Figure 3.1.10.
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() 192.168.1.12 - vSphere Client
File Edit View Inventory Administration Plug-ins Help

B B & rome b g3 mventory > B Inventory
& &
§ 2168112

localhostJocaldomain VMware ESXi, 5.5.0, 1623387 | Evah

EEITEg) summary | Virtual Machines

What is a Host?

Ahost is a computer that uses virtualization software. such
as ESX or ESXI, to run virtual machines. Hosts provide the
CPU and memory resources that virtual machines use and
give virtual machines access to storage and network
connectivity.

You can add  virtual machine to a host by creating a new
one or by deploying a virtual appliance.

The easiest way to add a virtual machine is to deploy a
virtual appliance. A virtual appliance is a pre-built virtual
machine with an operating system and software already
installed. A new virtual machine wil need an operating
system installed on it, such as Windows or Linux

Basic Tasks
&' Deploy from VA Marketplace

&t Create a new virtual machine

Manage multiple hosts, eliminate downtime, load
balance your datacenter with vMotion, and more

~| Learn about vSphere

Evaluate vSphere

Recent Tasks

Name, Target or Status contains: Clear X

Name [Target [status TDetalls | Intiateaby | Requested Start T~ | Start Time Completed Time

[ Tasks [Evaluation Mode: 59 days remaining _|root

Figure 3.1.10: vSphere Client Main Window

After logging into the vSphere client, the first thing to do is to add the ESXi license key into
vSphere.

Step 3.1.7: ESXi License Key Registration

1. After logging into the vSphere client, go to the Configuration Tab

localhost.localdomain VMware ESXi, 5.5.0, 1623387 | Evaluation (59 days remainina)

[\ B LA Summary ' Virtual Machines ' Resource Allocation ' Performancs - | Configuration ' .ocal Users & Groups ' Events ' Permissions
R

close tab [X]

What is a Host?

Figure 3.1.11: vSphere Configuration Tab
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_l I (@ Assign License: localhostlocaldomain
Software -  —————— € Assign an existing license key to this host

Time COnMguration

DNS and Routing
Authentication Services

Virtual Machine Startup/Shutdown

Virtual Machine Swapfile Location

Security Profile

Host Cache Configuration

System Resource Allocation
Agent VM Settings
Advanced Settings @

Figure 3.1.12: Figure 3.1.13: Figure 3.1.14

_ ok | _concd |

2. Next, click the Licensed Features link inside of the Software box on the left side of the
screen Figure 3.1.12.

3. Click the Edit link in the upper right hand side of the screen Figure 3.1.13

Select the Assign a new license key to the host box, Figure 3.1.14

5. Enter your license key in the box and click the OK button.

E

Step 3.1.8: Enable outbound SSH

1. In order to copy the VM images to your ESXi server you will need to enable outbound SSH.
This is done through the security profile menu as shown in Figure 3.1.15. Click on the
properties button on the service window and then highlight the SSH server. Click on the
option button and select start then click OK. The screen will then look like Figure 3.1.13.
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doug-iserink.iastate.edu VMware ESXi, 5.5.0, 2068190

I_Gé.ft"l"ng Started: ‘_i:mmar;_.—r [Virtual Machines " Resource Allocation Performance Configuration 5L:3E£'-U'§ars_&'f3_roups :__E'ven?:é -

»

Hardware Security Profile T
= yperties
Health Status bes "CEsd. — : per =
SR I/O Redirector (Active Directory Service)
snmpd
Memary Metwork Login Server (Active Directory Service)
Starage Ibtd
Metworking VpXa
Storage Adapters B Shell 3
Metwork Adapters il ) _— . . )
- Local Security Authentication Server {Active Directory Service)
Advanced Settings NTP Dacmon
Power Management vprobed
S5H
Software Direct Console UT
Licensed Features s T
Firewall Refresh Properties

Time Configuration

I ing Ci cti
DNS and Routing T T O

CIM Server 5983 (TCP) All
Authentication Services DHCP Client £8 (UDF) all
Virtual Machine Startup,/Shutdown 55H Server 22 (TCP) Al
:"' Machine Swapfile Location CIM 5LP 427 (UDP,TCP) All
< v Security P)file CIM Secure Server 5939 (TCF) All
ache Configuration ity 8080 (T0P) Al
: cmmds 12345,23451 (LUDP) all
System Resource Allocation vMotion 8000 {TCP) all
Agent VM Settings NFC 302 {TCP) All
Advanced Settings SNMP Server 161 {(UDP) All
Fault Tolerance 8100,8200,8300 {TCP,UDF) All
vSphere Web Access &0 (TCP) All

DHCPva 546 {TCP,UDP) All -

1 1 3

Figure 3.1.15 edit services

Label | Daemon | -
snmpd Running !
Metwork Login Server{Active Direc... Stopped

| b Running

vpxa Running

Esxi shell Running =
¥org Stopped

Local Security Authentication Serv...  Stopped

NTP Daemon Stopped

vprobed Stopped -
55H Running |

Direct Consale LI Running -

Figure 3.1.16 Enable SSH

2. Next we must enable ssh through the firewall to do this from the security profile menu.
Click on the properties button on the firewall window as shown in Figure 3.1.17. Check the
boxes for SSH server and SSH client then click OK. As seen in Figure 3.1.18
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iserink-04.iac.iastate.edu VMware ESXi, 5.5.0, 2068190

Getting Started ' Summary ' Virtual Machines ' ResourceAllocation ' Performance . RN IMEIN. Local Users & Groups: ' Events ' Permissions

Hardware Security Profile
= fresh
—— Services . o ' Refres Properties
i 1/0 Redirector (Active Directory Service)
snmpd
Memory Network Login Server (Active Directory Service)
Storage |btd
Networking vpxa
Storage Adapters ES Shell
Network Adapters o1 " Nz rn .
Local Security Authentication Server (Active Directory Service)
Advanced Settings NTP Daemon
Power Management vprobed
SSH
Software Direct Console UI
Licensed Features CIM server fresh
R P ties...
Time Configuration anwalc — e
ncoming Connections
N R
s e ouiing CIM Server 5988 (TCP) Al
Authentication Services ipfam 6999 (UDP) All
Virtual Machine Startup/Shutdown SNMP Server 161 (UDP) All
; saigg Sapfile Location vsanvp 8080 (TCP) All
Security Profile DHCP Client 68 (UDP) All
CIMSLP 427 (UDP,TCP) Al
eConfiguration :
vSphere Client 902,443 (TCP) All
System Resource Allocation AVSSunr 2301 8207 (11NP) all

Figure 3.1.17 Edit firewall

-
(@ Firewall Properties S=RiC
Remote Access
By default, remote dients are prevented from accessing services on this host, and local dients are prevented from
accessing services on remote hosts.
Select a check box to provide access to a service or dient. Daemons will start automatically when their ports are
opened and stop when all of their ports are dosed, or as configured.
| Label | Incoming Ports | Outgoing Ports | Protocols | Daemon
Required Servi
]
‘ SSH Client 22 TCP N/A
N SSH Server 22 TcP N/A
ork Management Protocol
Ungrouped
CIM Secure Server 5989 TCP Stopped
vSphere Client 902,443 TCP N/A
DHCP Client 68 68 upP N/A
Software iSCSI Client 3260 TCP N/A -
< m | »
—Service Properties
General
Service: SSH Client
Package Information:
Firewall Settings
\ Allowed IP Addresses: All
[ | L]
Firewall... l | |
| |
OK I Cancel | Help |

Figure 3.1.18 allow SSH through firewall
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NOTE: At this point there is a shortcut we can take to make the installation process faster.
The steps will specify the steps here if you would like to use the script it does make the
process faster but you will learn more of the internal workings of the networking if you do this
manually the first time.

1. Skip to section 3.3.1 and download and decompress the images

2. Run the script by running the command sh /vmfs/volumes/datastorel/esxi_setup from
the esxi console

3. Continue with the documentation from section 3.4

KNOWN ISSUES: if you do not have 6 physical network connections on your server this script
will not set up the physical networking correctly. If you do not have 6 physical network
connections on your server it will throw errors while configuring the physical network
connections. This script will configure all internal networking and machines correctly. If you
decide to use this script anyways review Figure 3.2.12 after running the script to make sure
your networks are setup correctly.

Step 3.2: Setting up the ESXi virtual networks.

Overview

In this section you will configure ESXi to create several virtual networks needed to create
ISERINKk.

Step 3.2.1: ESXi Virtual Network Configuration

In this section the virtual network will be created to provide the foundation to connect the
various components of ISEAGE. It is important that you name the virtual switches exactly as
shown in the directions. That way when you add the pre-built virtual machines later, the
network connections will be automatically made.

Note: These instructions are written to include configuration for 6 physical network
connections on your server. If your server doesn’t have 6 physical network connections to
spare, then you will need to decide how to best utilize the physical NIC’s that you will use for
your ISERInk installation.

Alternative configurations: if there are less than 6 physical network connections on your
server here are some solutions on how to get by with the fewest issues. If both of these are
done an ISERInk can use as few as 4 physical network connections with limited impact.

1. Blue-2: Blue-1 and Blue-2 both provide 15 class C subnets. If less than 15 subnets
will be used then Blue-2 does not need to be on a physical network connection. If
this is done then users must make sure the subnets they are using are on blue-1.
Since blue-2 will not be available outside the physical machine.
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2. TAP: the TAP port is used to listen to all communications in the ISERInk, if you do
not plan on using this for traffic analysis or anything else this does not need to be
mapped to a physical network connection. This will have no effect on the ISERInk’s
operations.

Step 3.2.2: Modify vSwitchO
1. In the vSphere client, go to the Configuration tab.

2. Click on the Networking link in the Hardware box on the left. The initial configuration will
look similar to Figure 3.2.1.

192.168.1.4 - vSphere Client
File Edit View Inventory Administration Plug-ins Help

a a Q Home D @'j Inventory D @ Inventory
& &

— e—
Q [@ [192.168.1.4 > localhost.iastate.edu VMware ESXi, 5.5.0, 1623387

1. Make sure the server Getting Started ' Summary  Virtual Machines ' ResourceAllocation ' Performance [{elilslNell)) Local Users & Groups ' Events ' Permissions

IP is highlighted. Hardware View: [VSphereStandard Switch 5 (Jick the configuration tab.
Health Status Networking
Processors
Memory 3. Click networking Standard Switch: vSwitch0 Remove... Properties...
Storage Virtual Machine Port Group Physical Adapters
{3 ESXi Management e. B vmnic2 1000 Full ©3
Storage Adapters VMkemne! Port
Network Adapters £3 Management Network g
Advanced Settings vmko : 192.168.1.4
Power Management fe80::6a05:caff:fe10:edfc

Figure 3.2.1: Network Configuration Section

3. Click on the Properties... link next to vSwitchO

Yirtual Switch: vSwitch Remove...

Virtual Machine Port Group Physical Adapters

67 ¥M Network o B vmnic0 1000 Ful 2
VMkemel Port

7 Management Network e

ymk0 : 129.186.105.33

Figure 3.2.2: Initial Network Configuration
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4. Make sure that the vSwitch is highlighted and then click the Edit... button.

Ry I r—vSphere Standard Switch Properties

120 Pol 1. € Number of Ports:

anagemen irtual Machine ...
@ ManagementNet... vMotionandIP... - Advanced Properties
MTU:

r—Default Policies
Security
Promiscuous Mode:
MAC Address Changes:
Forged Transmits:
Traffic Shaping
Average Bandwidth:
Peak Bandwidth:
Burst Size:
and Load Balanci
Load Balancing: Port ID
Network Failure Detection: Link status only
Notify Switches: Yes
Failback: Yes
Active Adapters:

Figure 3.2.3: Switch Settings

5. Go to the Security tab and change Promiscuous Mode to Accept and then click OK.

General Traf’ﬁc Shaping | NIC Teaming |

— Policy Exceptions™
Promiscuous Mode: dq|Accept p 7.
MAC Address Changes: Accept H S S———— ¥
Forged Transmits: |Acoept ;I

Figure 3.2.4: Promiscuous Mode
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6. Next, highlight the second item in the list on the left (the name of the vSwitch) and then
click the Edit... button.

—Port Group Properties
3 = Network Label: External Network
g Extemal Network__Virtual Machine 23 L None (0)
) - T TR T efactive Poldes
Security
Promiscuous Mode: Accept
MAC Address Changes:
Forged Transmits: Accept
Traffic Shaping
Average Bandwidth: =
Peak Bandwidth: -
Burst Size: -
Failover and Load Balancing
Load Balancing: Port ID
Network Failure Detection: Link status only
Notify Switches: Yes
Failback: Yes
Active Adapters:
Standby Adapters:
Unused Adapters:

Figure 3.2.5: Edit vSwitch Name

7. Change the name of the vSwitch to be "External Network", click OK, and then click the
Close button on the vSwitch properties window.

g e

General | 1P settings | Security | Traffic Shaping | NIC Teaming |

Port Properties

Network Label: External Network

VLAN ID (Optional): None (0) .ﬂ
vMotion: ™ Enabled

Figure 3.2.6: Change vSwitch Name
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Step 3.2.3: Add the other vSwitches

1. Now, click on Add Networking... to create a new vSwitch.

Refresh €Add Networking.. @) Properties...

Figure 3.2.7: Add vSwitch

2. Click Next to create a Virtual Machine type switch.

(&) Add Network Wizard

Connection Type
Networking hardware can be partitioned to accommodate each service that requires connectivity.

Connection Type

Network Access [~ Connection Types
Connection Settings
Summar y

@ virtual Machine
Add a labeled network to handle virtual machine network traffic.

' vMkernel

The VMkernel TCP/IP stack handles traffic for the following ESXi services: vSphere vMotion, iSCSI, NFS,
and host management.

Figure 3.2.8: Create a VM Switch
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3. Make sure all of the physical network connection (vmnicX) boxes are unchecked for this
switch to create a purely virtual switch and then click Next.

(%) Add Network Wizard o|B| X

Virtual Machines - Network Access
Virtual machines reach networks through uplink adapters attached to vSphere standard switches.

Connection Type Select which vSphere standard switch will handle the network traffic for this connection. You may also create a new
Network Access vSphere standard switch using the undaimed network adapters listed below.
Connection Settings -
Summary & Create a vSphere standard switch —
arnoration 82571EB Gigabit Ethernet Controller l
Down None 3 i
Down None =
Down None
Down None
" use vSwitcho 2
Intel Corporation 82567LM-2 Gigabit Network Connection
1000Ful  0.0.0.1-255.255.255.254 -

Preview:

Virwual Machine Port Group Physial Adapters
VM Network 2 QB_ND adapters

Help <Back | Next > I Cancel

Figure 3.2.9: Edit vSwitch Physical Connections

4. Name the switch "Air Gap", click Next, and then click Finish on the next screen.

(&) Add Network Wizard o B R

Virtual Machines - Connection Settings
Use network labels to identify migration compatible connections common to two or more hosts.

Connection Type

Port Group Properties
Network Access
Connection Settings Network Label: q@
Summary
Sy VLAN ID (Optional): [Nore (0) |
Preview:

Virtual Machine Port Group Physical Adspters
Air Gap QB-Noadapters

Help I < Back I Next > I Cancel

Figure 3.2.10: Name the vSwitch Air Gap
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5. Your virtual network layout should now look similar to Figure 3.2.11

View: | vSphere Standard Switch

Networking
Standard Switch: vSwitch0 Remove... Propertes...
{3 VM Network - [ vmnic0 1000 Full G2
(3 External Network g
fe80::215:17ff:fefb:7¢
Standard Switch: vSwitch1 Remove... Propertes...
{3 Air Gap Q_D No adapters

Figure 3.2.11: Network layout

6. Repeat steps 1 through 5 to create all of the switches shown in Table 1 to create the Virtual
Network for ISEAGE. Do not worry about the promiscuous column for now. We will take
care of this in the next step.

Name Network Label Promiscuous Network Adapter (Vmnic)
vSwitchQ External Network Yes VmnicO
vSwitchl | Air Gap No None
vSwitch2 Backplane Yes None
vSwitch3 | Control Yes None
vSwitch4 Keyhole Yes Vmnicl
vSwitch5 Blue-1 Yes Vmnic2
vSwitch6 Blue-2 Yes Vmnic3
vSwitch7 | Red-green Yes Vmnic4
vSwitch8 TAP Yes Vmnic5
vSwitch9 Ice Bridge Yes None
vSwitch10 | pfSense WAN Yes None
vSwitchll | Private Net Yes None (optional)

Figure 3.2.12: Networking configuration overview
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7. Now we will go back through the switches we just created and enable promiscuous mode.

8. Click on the Properties... link next to vSwitch0

virtual Switch: vSwitch Remove...
Virtual Machine Port Group Physical Adapters
67 ¥M Network e B vmnic0 1000 Ful 2
VMkemel Port
7 Management Network e

wvmk0 : 129.186.105.38

Figure 3.2.13: Initial Network Configuration

9. Make sure that the vSwitch is highlighted and then click the Edit... button.

—vSphere Standard Switch Properties

& Number of Ports:

irtual Machine ...

@ ManagementNet.. vMotionandIP... —Advanced Properties
MTU:

—Default Policies

Security
Promiscuous Mode:
MAC Address Changes:
Forged Transmits:

Traffic Shaping
Average Bandwidth:
Peak Bandwidth:
Burst Size:

Failover and Load Balancing
Load Balanding:
Network Failure Detection:
Notify Switches:
Failback:
Active Adapters:

Figure 3.2.14: Switch Settings
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10.Go to the Security tab and change Promiscuous Mode to Accept and then click OK.

() vSwitchO Properties [S5)

General Trafﬁc Shaping | NIC Teaming ]

Policy Exceptions™

Promiscuous Mode: = (JfVeeas ) 2.
MAC Address Changes: lAccept Y

Forged Transmits: lAccept L]

Figure 3.2.15: Promiscuous Mode

11.Repeat steps 8 through 10 for the rest of the switches (except vSwitchl - Air Gap) to
enable promiscuous mode on the rest of the switches.

Step 3.3: Downloading and installing the individual Virtual
Machines for ISERInk.

Overview

In this section we will download and install the Virtual Machines images to build ISEAGE. All
network connections should automatically be made if the network is configured correctly.

Step 3.3.1: Download Virtual Machines

1. Log into the ESXi machine using either the ESXi console or using SSH. The figures shown
in this step are from using SSH to access the ESXi server.
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2. Once you have logged into the system change into the directory that holds the data store

as shown in Figure 3.3.1. using the command “cd /vmfs/volumes/datastorel”

55H Secure Shell 3.2.9 (Build 282)
Copyright ({(c) 2000-2003 35H Communicaticns Security Corp - http://www.3sh.com/

This copy of 55H Secure 5Shell is a non-commercial wersicon.
This wersicn does not include PEI and PECS #11 functicnality.

The time and date of this login hawve been sent to the system logs.

VMware offers supported, powerful system administration tools. Please
SEE WWW.VIWare.Ccom/gofsysadmintocls for details.

The E3Xi Shell can be disabled by an administrative user. See the
w3 : : = pre information.

~ § cd /vmEfa/volumes/datastorel/s
el | 2 ) N S

Troel-

20373f1e0ak # ]

Figure 3.3.1 Change directory to the datastore

3. Copy the virtual machine images from the repository isechest.iac.iastate.edu using scp

command as shown in Figure 3.3.2. The total size of the images is about 10GB in size, so

the transfer make take some time. NOTE: Use the username and password provided to

you when you registered to get access to ISERInk.

scp "USERNAME @isechest.iac.iastate.edu:/home/downloads/ISERink/v1/*" .

Figure 3.3.2 Copying files from isechest.iac.iastate.edu
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.1MB/3
.SMB/s
.OMB/3
.1MB/3
.2MB/3
.3MB/ 3
.SMB/ 3
.1MB/3
.1MB/3
.SMB/ s
.1MB/3
.2MB/ 3
.TMB/ s
.3EB/3

JvmEs/volumes/54a42edb-a8402048-82b4-180373f1e0ab # scp "iserink001@isechest.iac.iastate.edu:/home/downloads/ISERink/v1/*" .
The authenticity of host 'isechest.iac.iastate.edu (129.186.105.47)" can't be established.

R3L kev fingerprint is 2f:5c:11:e3:17:6L:L0:b0:97:b%:catae:fT:83:db:20.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added 'isechest.iac.iastate.edu,129.186.105.47" (RSZ) to the list of known hosts.
Pagsword for iserink00l@isechest.iac.liastate.edu:

Boardl.tar.gz 100% 337MB
Board2.tar.gz 100% 337TMB
Board3.tar.gz 100% 337TMB
Boardd.tar.gz 100% 337MB
Board5.tar.gz 100% 325MB
Gatekey.tar.qgz 100% 3038MB
Green-EALI.tar.gz 100% 3154MB
IScorE.tar.gz 100% 2081MB
Keyholel.tar.gz 100% &19MB
Kevhole?.tar.gz 100% 564MB
Snowbank.tar.gz 100% 313MB
Snowflake.tar.gz 100% 542MB
White-DHCP.tar.gz 100% 103MB
decompress 100% 330
SvmEs/volumes/54a42edb-a8402048-82b4-180373f1e0ab # I

116
:15
113
114
114
100
159
123
128
$23
113
131
:04
:00


mailto:USERNAME@isechest.iac.iastate.edu:/home/downloads/ISERink/v1/

4. Once the files have been copied there will be several compressed tar files and a shell script
called decompress. Note the decompression may take several hours. Type the command:

“sh decompress”
Note: if you are using the script to automate the setup process you can skip to section 3.4
Step 3.3.2: Install the Virtual Machines

1. As described in Section 2, ISERInk consists of multiple interconnected virtual machines.
The table below lists the virtual machines and the virtual networks they are connected to.

Machine Name OS Type Adapter 1 Adapter 2 Adapter 3
Snowbank FreeBSD External Network Ice Bridge

Snowflake FreeBSD Ice Bridge Control Backplane
Gatekey Ice Bridge Control

Keyholel FreeBSD Keyhole Air Gap Control
Keyhole2 FreeBSD Ice Bridge Air Gap Control
Board 1 FreeBSD Blue-1 Backplane Control
Board 2 FreeBSD Blue-2 Backplane Control
Board 3 FreeBSD Red-green Backplane Control
Board 4 FreeBSD Keyhole Backplane Control
Board 5 FreeBSD TAP Backplane Control
ISCorE Ubuntu External Network Private Net Keyhole
Green-KALI KALI Unix Red-Green

White-DHCP PFSense pfSense WAN Keyhole

35
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2. After copying and uncompressing the Virtual Machine images, we need to open up the
datastore browser on ESXi. First, log into ESXi if not already, then go to Configuration
then Storage and the right click on your datastore, and then go to Browse Datastore...

1192.168.1.12 - vSphere Clie
File Edit View Inventory Administration Plug-ins Help

a @ |@ Home b g Inventory b [Fl Inventory
& &

@ [192.168.1.12 localhostJocaldomain VMware ESKi, 5.5.0, 1623387

_. Getting Started | Summar‘} ! Virtual Machines | Resource Allocation | Performance Configuration “Local Users & Groups ""Events | Permissians

Hardware View: |Datastores Devices| -
Health Status Datastores
Processors Identification -+ | Device | Drive Type | Capacity | Free  Type ]
oLy {4 datast, ntiiiitlal T, 92400 GB  778.20GB VMFS5 5,
Browse Datastore...
3. '
Rename
Storage Adapters
Metwork Adapters Unourt
Advanced Settings Delete
Power Management Refresh
Software Properties...
Licensed Features Copy to Clipbeard  Ctrl+C
Time Configuration
DNS and Routing
Authentication Services
Virtual Machine Startup/Shutdown

Figure 3.3.3: Browse Datastore
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3. You must add all of the VMs to ESXi. To do this, click on one of the VM folders. Then find
the Virtual Machine file (ending in .vmx) and click it to highlight the file. After highlighting the
Virtual Machine file, click on the button in the upper left corner of the Database Browser
window to add the virtual machine to the inventory. A window will open. Leave the Virtual
Machine name alone and click next. On the following window also click next. On the final
window click finish. Repeat these steps for all of the Virtual Machines.

Cf_j'} Datastore Browser - [datastorel]

——— — ——
A

X

B R e 8B X
Folders ISearch 1

EHB |

Board4
Board3
Gatekey
Green-DHCP
IScorE
Keyhole 1
Keyhaole2
Snowbank
White-DHCP
Snowflake

@

[datastorel] Boardl

Name Size |

) .sdd.sf <"E BoardL.vmx 2.94KB

& gflco=rd ] T Er—Seasiiumdc 2

-] Board2 [] Boardlvmd 0.25 KB
Board3 [ Boardivmsd 0.00 KB

ProvisionedSize | Type
Virtual Machine
8,388,608.00 KB Virtual Disk
File
File

Path

[datastore1] Boardl
[datastorel] Boardl
[datastorel] Boardl
[datastore1] Boardl

Figure 3.3.4: Add VM to Inventory

4. After adding all of the Virtual Machines to the inventory, we need to manually start up all of
the Virtual Machines to allow ESXi to update their configuration information. Click on each
VM and you will see a window with “Power on the virtual machine” (Figure 3.3.6). Click on
that for each machine. Note: you should power on the virtual machines in the following
order. (We will later setup ESXi to power them on automatically)

Snowbank

Snowflake

Keyholel

Keyhole2

Board 1

Board 2

Board 3

Board 4

Board 5

ISCorE

Gatekey

Green-KALI

White-DHCP
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B |[g 129.186.215.24

Figure 3.4.5 VM List

Board1 e —
% el s sy ik Summary - Resource Allocation | Peformance ' Events | Consaole
(1 Board3
(h Board4 What is a Virtual Machine?

G Boards
G Gatekey A virtual machine is a software computer that, like a
il Green-DHCP hysical computer, runs an operating system and

phy P P g sy
G IScork applications. An operating system installed on a virtual
G Keyholel machine is called a guest operating system.
3 g P g sy

Keyhole2
Gh Snowbank Because every virtual machine is an isolated computing
G Snowflake environment, you can use virtual machines as desktop or
G White-DHCP workstation environments, as testing environments, or to

consolidate server applications.

Virtual machines run on hosts. The same host can run
many virtual machines.

Basic Tasks
[» Power on the virtual machine

% Edit virtual machine settings

Figure 3.3.6: Power on each VM

5. A window may pop up asking if you moved or copied the Virtual Machine. Check the
Copied it option and then click OK as seen in Figure 3.3.7A. Alternatively you may see the
guestion icon next to your virtual machine name in this case you will have to go to the
virtual machines setting tab and Check the Copied it option and then click OK as seen in
Figure 3.3.7B. Repeat these last two steps for the rest of the Virtual Machines.

G I

| @ Virtual Machine Message

This virtual machine might have been moved or copied. In order to configure certain
management and networking features, VMware ESX needs to know if this virtual machine was
moved or copied. If you don't know, answer "button.uuid.copiedTheVM",

" Cancel

" IMovedIt
¥ 1Copied It

[
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Figure 3.3.7A: VM First Boot Message

B [E 129.186.5.152

5 Board1 , ' ' :
& Board2 Getting Started ESTULERA Resource Allocation ' Performance
5 Board3 '
& Board4 Virtual Machine Message
& Boards This virtual machine migl_wt have been moved or copie_d. In
h Gatekey order to configure certain management and networking
features, VMware ESX needs to know if this virtual machine
@) Green-KALI was moved or copied. If you don't know, answer
5 1ScorE “button.uuid.copiedTheVM",
& Keyholel o~
|
@ Keyhole2 Cance
(& | Snowbank " IMovedIt
& Snowflake & !
G White-DHCP I Copied It
_ x|

Figure 3.3.7B: VM First Boot Message

6. At this point all of the Virtual Machines should be installed and configured correctly. Next,
we are going to configure the auto-start feature of ESXi to start up the Virtual Machines in
the correct order whenever the physical server is powered up.

Step 3.3.3 Configure Auto-startup
1. In this section we will configure the Virtual Machines to automatically start up in the correct

order when the physical server is started. Go to the Configuration tab, click on Virtual
Machine Startup/Shutdown and then click Properties.

7 1921681.12 - vSphere Ci E=JE0 X |
File Edit View Inventory Administration Plug-ins Help
B B | rome b gg mventory > B Inventory
+
& &
@ 102.168.1.12 localhost Jocaldomain VMware ESXi, 5.5.0, 1623387
Getting Started | Summary - | Virtual Machines | Resource Allocation. | Performance . e ™ Local Users & Groups | Events | Permissions
Virtual Machine Startup and Shutdown ¥ Properts
Start and Stop Virtual Machines with the system Disabled 3.
Default Startup Delay 2 minutes
Default Shutdown Delay 2 minutes
Startup Order
Order | Virtual Machine [Startup | Startup Delay | Shutdown | Shutdown Delay|
Manual Startup
@ Gatekey Disabled 120 seconds
& Boards Disabled 120 seconds
& Boardt Disabled 120seconds P
& Board3 Disabled 120 seconds P
& Boari2 Disabled 120seconds e
@ Boardt Disabled 120 seconds P
(B pfsense-White T.. Disabled 120seconds P
(@ ofSense-GreenT.. Disabled 120seconds P
outing @ Linux Mint 17 x64 Disabled 120 seconds P
uthentication Services 2, & IscorE Disabled 120seconds P
jal Machine Startup/Shutdongi3 @ Snowflake Disabled  120seconds  Po
Virt WeRE Location @ Keyhole2 Disabed 120seconds  Po
@ Keyholet Disabled 120 seconds Power
Host Cache Configuration

Figure 3.3.8: VM Startup/Shutdown Configuration
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2. In the configuration window which opens up, check the two options in the upper left side of
the window.

&) Virtual Machine Startup and Shutdown i e

m Settings
éj:w virtual machines to start and stop automatically with the system

—Default Startup Delay Default Shutdown Delay
For each virtual machine, delay startup for: For each virtual machine, delay shutdown for:
120 seconds |120 seconds
@onﬁnue immediately if the VMware Tools start Shutdown Action: IPower off LI

Startup Order
Power on the specified virtual machines when the system starts. During shutdown, they will be stopped in the opposite order.

Order | Virtual Machine | Startup | Startup Delay | Shutdown | Shutdown Delay|

Automatic Startup

Any Order

Manual Startup
Gatekey 120 seconds Power 0... 120seconds
Board5 120 seconds Power 0... 120 seconds
Board4 120 seconds Power 0... 120 seconds
Board3 120 seconds Power 0... 120 seconds
Board2 120 seconds Power 0... 120 seconds

[ ]

Figure 3.3.9: VM Startup/Shutdown Options

3. Now we will configure the order in which the Virtual Machines will start up. First find the
Snowbank Virtual Machine and click it to highlight it. Now, repeatedly click on the Move
Up button to move the Snowbank VM into the Automatic Startup section.

Order | Virtual Machine | Startup | Startup Delay | Shutdown | Shutdown Delay| -
Automatic Startup F
1 & Snowbank Enabled  120seconds Power 0... 120seconds =
Any Order
Manual Startup

) Gatekey Disabled 120 seconds Power O... 120 seconds

Figure 3.3.10: Snowbank Autostart
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4. Continue this process for the rest of the VMs until the startup order is the same as in Figure
3.3.11.

Startup Order

Order | Virtual Machine Startup Startup Delay | Shutdown| Shutdown Dielay
Automatic Startup

1 G Snowbank Enabled  120seconds Power 0... 120seconds
2 G Snowflake Enabled  120seconds Power 0... 120seconds
3 ﬁl Keyhole2 Enabled 120 seconds Power 0. 120seconds
4 51 Keyholed Enabled 120 seconds Power 0... 120 seconds
b 51 Boardt Enabled  120seconds Power 0... 120seconds
] 1 Board? Enabled  120seconds Power 0... 120seconds
7 &h Board3 Enabled 120 seconds Power 0. 120seconds
8 51 Boardd Enabled 120 seconds Power 0... 120 seconds
g i1 Boards Enabled  120seconds Power 0... 120seconds
10 g 15corE Enabled  120seconds Power 0... 120seconds
11 ﬁl Gateksy Enabled 120 seconds Power 0. 120seconds
12 51 white-DHCP Enabled 120 seconds Power 0... 120 seconds
13 51 Green-KALI Enabled  120seconds Power 0... 120seconds

Figure 3.3.11: Startup Order

Step 3.4: Configure snowbank, Snowflake, keyholel, Idap,
and IScorE

Step 3.4.1: Configure snowbank

1. The first step is to login into the ESXi server using vSphere. Once you have logged in you
will need to select gatekey in the list of virtual machines and then click the summary tab, as
shown in Figure 3.4.11
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= @ 129.186.215.24

Boardl e = = S e P s =
@ | Getting Start «d ESMINENM Reso) rce Allocation | Performance | Events | Console | Permissions
{3 Board2 | g Y \ \
{3 Board3
@ Board4 General Resources
- : -bil
= % Guest O.S. FreeBSD (32-hit) Consumed Host CPU: 75 MHz
Ga E _ VM Version: vmx-09 Consumed Host Memary: 1025.00 MB
i 15 " CPU: 1vecrU Active Guest Memary: 51.00 MB
) K oh il Memary: 1024 M8 Refresh Storage Usage
% Kevncéz Memory Overhead: 24.39M8 Provisioned Storage: 9.11 GB
eyhol
@ 'S'thbahk VMware Tools: € Not running (Not installed) Mot-shared Storage: 109.00 MB
@ ol 1P Addresses: Used Storage: 109.00 MB
(s White-DHCP Storage -~ | Drive Type | Capadty |
DNS Name: a datastorel Non-55D 272.00GB 23t
State: Powered On 4 n ] 3
Host: doug-iserink.iastate. edu ;
Active Tasks: Netwaork | Type |
vSphere HA Protection: (@ Nja & 2 Bxternal Network Standard port group
2 IceBridge Standard port group
Commands
Power Off
il suspend
@ Reset
s
( ¥ open Console
- —
Annotations
# Edit
Notes: username: admin -
password: iseage

Figure 3.4.1 selecting gatekey virtual machine

2. Select “Open Console”. A new window will appear, which is the console window for
gatekey which is a GUI based UNIX machine, as shown in Figure 3.4.2. You will need run
firefox to access the firewall (snowbank),

F\\vaewm
njreEEnRee e

Comgputer

F.

Homz

Figure 3.4.2 gatekey console
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3. You need to type in the address of snowbank to access the admin console (192.168.1.1).
You will see an admin login for the pfSense firewall, see Figure 3.4.3. The default
username is “admin” and password is “iseage”.

wsense

Username:

Jib Rdmin

Password:

I'__ﬁ‘,' ssssee

Enter usemame and password to login.
Login

~

Figure 3.4.3 Log into the firewall

4. After you have logged in you need to select the WAN interface to edit the WAN address
and default gateway. See Figure 3.4.4 for all of the steps. After selecting the WAN
interface you will see a place to configure the IPv4 address. If you are installing ISERink
directly to the internet, this is where you enter the public IP address that you will be using
for ISERInk. If you are installing ISERInk behind a NAT/FW, this is where you enter the
private IP address that resides on your NAT/FW network. Then enter the appropriate IP
address for your internet gateway. See your system administrator if you are unsure what
this should be. Make sure the default gateway box is checked. After entering the new
gateway you need to save the configuration and then apply the changes.

» System » Interfaces » Firewall » SEnvices + VPN » Status » Diagnostics v Gold » Help

Static IPv4 configuration

IPu4 address r\_‘129_135_215.15 124 ¥

IPvd Upstream Gateway Nane * | -oradd anew one.

If this interface is an Internet connection, select an existing Gatewsay from the list or add a new one using the link above.
On local LANS the upstream gatewsy should be “none™.
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Ao mew gy

| ISERINK GW

Save Gaeway Cancef

| Block bogon networks
When set, this option blocks traffic from |P addresses that are reserver
IANA. Bogons are prefices that should never appear in the Internet i
the source address in any packets you receive.

Note: The update frequency can be changed under System->Advance

Save Cancel

The WAN configuration has been changed.

You must apply the changes in order for them to take effect. Apply changes

Don't forget to adjust the DHCP Server range if needed after applying.

Figure 3.4.4 Changing WAN Addresses.

5. After you have configured the WAN address, you can do a quick test to see if it working by
pinging the gateway. You can select that option in the diagnostics menu.

Step 3.4.2: Configure IScorE

1. Next you will need to configure IScorE to setup the external IP address. First you will bring
up the console window for IScorE. Log in to the IScorE as root, with initial password of
“iseage” after you have logged in then cd directory to “/etc/network”, as shown in Figure
3.4.5.

2. After you have changed into the directory then you will need to edit the file “interface”. You
can use one of the editors installed on I1ScroE (vi, nano) to edit the file “interfaces”. You will
see a large number of networks defined as shown in Figure 3.4.6. Here is where you will
modify 1IScorE’s ethOQ interface. If you are installing ISERInk directly to the internet, then
you will use a public IP address, if you are installing ISERink behind a NAT/FW, then you
will be using a private IP address from your NAT/FW network. Under the line “iface ethO
inet static” you will need to modify the lines address, netmask and gateway. Change the
address, netmask, and gateway values to values that match your configuration, as shown
in Figure 3.4.6.
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3. Next we will edit the “/etc/hosts” and replace iscore.issl.org with the FQDN of your IScorE.
So for example you will change iscore.issl.org to iscore.myschool.edu.

4. After you have modified the file issue the command “reboot” and wait for IScore to restart.

5. After IScore has restarted you are ready to continue with the IScorE configuration.

(%) IScorE on doug-iserinkiastate.edu = | X
File View VM

oy e E @GR SR

lbuntu 14.04.1 LTS iscore ttyl

iscore login: root

Password :

Last login: Sun Jan 11 15:35:44 CST 2015 on ttyl

elcome to Ubuntu 14.04.1 LTS (GNU-/Linux 3.13.0-39-generic x86_64)

= Documentation: https: shelp.ubuntu.cons

System information as of Sun Jan 11 15:35:44 CST 2015

System load: 0.83 Users logged in: 1]

Usage of ~: 33.3% of 7.49GB IF address for eth®: 129.186.205.39
Memory usage: 5% IP address for ethl: 10.0.1.39

Suwap usage: 4 IF address for ethZ: 199.100.16.39

Processes:

=> There is 1 zombie process.

Graph this data and manage this system at:
https:-rlandscape.canonical .com/

131 packages can be updated.
b updates are security updates.

rootRPiscore:™# cd setcsmetuorks
root@iscore:retcsnetuork#t _

Figure 3.4.5 Login into IScorE
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(&) IScorE on doug-iserinkiastate.edu e
File View VM
T - W R

tt This file describes the network interfaces available on your system
it and how to activate them. For more information, see interfaces(5).

it The loopback network interface
uto lo
iface lo inet loopback

s PR R U

uto eth@

iface ethd® inet static
address 129.186.205.39
netmask 255.255.255.0
gatewvay 129.186.205.254

iface ethl inet static
address 10.0.1.39
netmask 255.255.0.0

uto ethz

iface ethZ inet static
address 199.100.16.39
netmask 255.255.255.0
dns-naneservers 199.100.16.100
dns-search iserink.com

it Static routing to each redsgreen range
ip route add -net 12.110.0.0-16 guw 199.100.16.254 dev ethZ

it Statuc routing to UPN range
ip route add et 10.8.0.0-16 gw 199.100.16.100 dev ethZ

i Static routing out to each blue range

ip route add —net 64.39.3.0-24 gw 199.100.16.254 dev eth2
ip route add —net 33.96.5.0-24 gu 199.100.16.254 dev eth2
ip route add -net 201.203.200.0-/24 gu 199.100.16.254 dev eth2
"interfaces" 77L, 3347C

Figure 3.4.6 Editing interfaces

6. Next you will need to configure IScorE to setup the internal DNS entries. From the
command line edit the file “/etc/bind/named.conf.local” as shown in Figure 3.4.7. You will
need to change the zone name to match the DNS entry for your IScorE. So for example
you will change iscore.iserink.com to iscore.myschool.edu.
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-
(%) IScorE on doug-iserink.iastate.edu = | o G

File View VM

mn) &le 6B R

# Do any local configuration here
e

/ Consider adding the 1918 zones here, if they are not used in your
» organization
sinclude “setcsbindszones.rfcl1918";

» Begin IScorE List

g
cone “iscore.iserink.com." {
'”r type master:
file "setcsbindsdb. iscer®

zone “teaml.iserink.com." {

type master:

file "setcsbind-teams teanl";
x:

zone "team2.iserink.com." {

type master:

file “"setcsbind-steams/teams™:
¥

zone "team3.iserink.com." {

type master:

file “setcsbind-teams/tean3”:
3

""named .conf . local™ 240L, 3529C

Figure 3.4.7 Change DNS for IScorE

7. After this step you can restart bind by typing “service bind9 restart”

8. Next we will change the Django settings file “var/www/iscore/settings.py” to tell nginx what
host/domain names that IScorE can serve. Make sure the ALLOWED_ HOSTS line includes
the internal IScorE IP address 199.100.16.39, the FQDN of your ISCORE and the IP for
IScorE that you set on IScorE’s EthO, as seen in Figure 3.4.8. For example you would
change iscore.issl.org to iscore.myschool.edu and 129.186.215.26 to your IP address for
IScorE.
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it Django settings for iscore project.

ISETTINGS_PATH = os.path.normpath(os.path.dirname(__file_ ))
ISITE_ROOT os.path.realpath(os.path.dirname(__ file_ ))

JURL_ROOT =

PROFILE_LOG_BASE = os.path.normpath(os.path.dirname(__file_ )) +

DEBUG = False # False on Production, True in Development
TEMPLATE_DEBUG = False # False on Production, DEBUG in Development

it A list of strings representing the domain names IScorE can answer too
it Only needed in predsy=iaS™IU €1tect when DEBUG = True

ALLOWED_HOSTS <= ’ ,

it ALLOWED_HOSTS Sretere—tatdl]

it ALLOWED_HOSTS

Figure 3.4.8 Changing allowed hosts

9. After this step you can IScorE by typing “supervisorctl restart iscore”

10.Next you will need to add an SSL certificate to IScorE. Change into the directory
“letc/nginx/ssl” and type “sh mk_key”. It will ask you several questions, including a
password for the key, you only need to remember it while running the script. The password
for the key is stripped off during the process. Another important field is the “common
name” this needs to be the FQDN of your IScorE.

11. After this step you can restart nginx by typing “service ngnix restart”

Step 3.4.3: Configure keyholel

1. Next you will need to configure keyhole to resolve the DNS entry for your IScorE. In order
for users inside the competition network to be able to access IScorE using the same
domain name as external users you need to change the file /etc/namedb/named.conf as
shown in Figure 3.4.11. First you will bring up the console window for keyholel. Log into
the IScorE as root, with initial password of “iseage”. Edit the file named
“/letc/namedb/named.conf” and change the line shown in the figure to match the public DNS
name of your IScorE system. After you have changed the file you can restart named by
typing: “/usr/local/etc/rc.d/named restart”.
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() Keyholel on doug-iserink.iastate.edu = | B |t
-
File View VM

DS 8GR & Y

zone "iserink.com™ IN {
type forward;
forwarders {
199.188.16.39; -~ IScorE
iyl

Change this to match your public DNS domain for IScore

*/

zone "iscore.flsl.org” IN {
type master;
file "“etc/namedb/master/iserink.dbls

2 4
type slave;
file "vetcs/namedbsslavesroot.slave”;
masters {
192.168.24.254; /~ F.ROOT-SERVERS.NET.
};

Figure 3.4.11 Changing named.conf

2. Next we need to add a line to the file located at /etc/named/master/iserink.db.

3. Before we can edit this file we have to change it's current permissions with the following
command.

chmod 644 /etc/named/master/iserink.db

4. Now edit /etc/named/master/iserink.db by adding the following line to the end of the file.
wpad CNAME proxy.iserink.com

5. Save your changes and then change the file perimissions back with the following line.

chmod 444 /etc/named/master/iserink.db
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File View VM

&R @RS R

GHNU nano 2.2.6 File: ~etc/snamedbsmMazter~izerink.dhb

i@ S0A @ issl.org. 42 1d 12h 1w 3h
: Serial, Refresh, Retry, Expire, Meg. cache TTL

N3 proxy. is=sl.oryg.

199.188.16. 39
CHAME proxy. iserink.com

Figure 3.4.12 Changing iserink.db
Step 3.4.4: Configure Snowflake
Snowflake provides a web interface to interact with the ISERink boards and restart them if
necessary. Access to the snowflakes web site is done via port forwarding rules already
configured on Snowbank, but you will need to enter the IP address that you set Snowbank’s
WAN interface to into the file /usr/local/www/apache22/cgi-bin/isecontrol.pl.

Edit the file /usr/local/www/apache22/cgi-bin/isecontrol.pl. Find the line below and change the
bold text to match your Snowbank WAN interface IP.

Content=\"0:url=http://129.186.5.153/control/control.shtm\">\n";
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Figure 3.4.12 Changing isecontrol.pl

File View WM
Bl S @ R @
GHU nano 2.2.6 File: isecontrol.pl
$cur_board = "$item.control. iseage.org”;

&do_action($action, $cur_board);
H

¥

print "rescanning boards<br>\n";

$result = "~homesiseagesbinsisecontrol -h -c*;
print "result = $result <br>";

$result = ‘shomesiseagesbin/isecontrol -h';
print "result = $result <hr>":

¥

print "< /body>";

print "<body>";

print "<meta http-equiv=~"REFRESH-\"
content=~"B;url=http:~-129.186.5. 153 /control control.shtmlx">xn";
print "< /body>";

print "</html>";

Step 3.4.5: Final steps

At this point you should have a functioning ISERink. If you are using IScorE you will need to
add information to your Active Directory server to support team access to IScorE (section 3.5).
To use ISERInk you will need to setup your computers for the teams. Information on
configuring, using, and troubleshooting ISERInk can be found in the ISERInk users manual.
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Step 3.5: Setting up AD to support IScorE.

IScorE is designed to support scoring for cyber defense competitions. IScorE allows various
teams to log in and access materials, post reports, and interact with other teams. IScorE uses
AD to authenticate the users. The table below shows the various groups and users that need
to be added to the ISERINK domain. This section also shows some of the major steps
required to setup your AD to support IScorE. NOTE: these instructions assume you are
familiar with setting up AD. If you have never installed and configured an AD before you
should refer to materials available from Microsoft and other sources.

Organizational Units:

ou
CDCUsers Used to organize all Blue users and groups
GreenTeam Used to organize all Green users and groups
RedTeam Used to organize all Red users and groups
White Used to organize all White users and groups
Groups:
AD Group Usage 0]V)
Domain Admins** IScorE SuperUser account provides access to all
aspects of IScorE
CDCUsers Group used for each group CDC Team X CDCUsers
CDC Team X Used to group blue team members into a team (X is 1 CDCuUsers
through MAX Teams)
GreenAdmin Used for the green team leader GreenTeam
Green Group for each green team member GreenTeam
Red Group used for the red team members RedTeam
White Group for white team members White

*NOTE: If you are using an existing AD and you don’t want your existing Domain Admins to
also be SuperUsers of IScorE, then you can create a new group and modify the settings.py on
IScorE to match the new group you created. For example, you could create a group called
CDCAdmins, add this to the users you want to have superuser access to IScorE and then
change the lines in the IScorE settings.py that list “Domain Admins” with “CDCAdmins”.
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Users:

User Group Membership

Blue team member CDCUser, CDC Team X

Green team member | Green

Red team member Red

White team member | White

Green Leader Green, GreenAdmin
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Step 3.5.1: Build ISERINK.ORG domain (Optional)

NOTE: The following instructions are optional and is designed for installations that don’t
already have an domain controller or want to have a dedicated domain controller for their
ISERInk installation. If you do decide to install a dedicated Domain for ISERink, then | would
strongly advise connecting this to the currently unused private network that connects directly to
IScorE or the White Network.

NOTE: If an existing Active directory server is being used this section should be skipped.

When setting up the AD to support IScorE you need to create the ISERINK.ORG domain. The
figure below shows creating a domain within a new forest on an AD that is dedicated to
support ISERInk (in the next section you will add the groups and users).

1. After you have installed Active Directory Domain Services you will need to upgrade your
Active Directory server to a Domain Controller. To do this open Server Manager and
you will have a notification that says Post-deployment Configuration as seen in
Image 3.5.1.

Server Manager -

Server Manager * Dashboard

i, Post-deployment Configura.. |

88 Dashboard WELCOME TO SERVER MANAGI |

i ocal Sarver = | Configuration required for Active Directory Domain
‘ Services at AD

HE Al Servers o cil Promote this server to a domain ghytroller

i ADDs <
@ Festureinstallation

BE File and Storage Services P

& Configuration required. Installation succeeded on ad

Add Roles and Features

WHAT'S NEW

4 Task Details

Hide
LEARN MORE

ROLES AND SERVER GROUPS
Roles: 2 | Servergroups:1 | Serverstotal: 1

Cr File and Storage

il ADDs 1 :
- Services

@ Manageability @ Manageability
Events Events
Services Performance
Performance BPA results

BPA results

Image 3.5.1: server Manager Notification

2. In the notification click on the link that says “Promote this server to a domain controller”
this will launch the Active Directory Domain Services Configuration Wizard

3. In the Deployment Configurations tab select Add a new forest and type in iserink.org
for the Root domain name as seen in image 3.5.2
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= Active Directory Domain Services Configuration Wizard i) e -

atile T TR TARGET SERVER
Dep oyment Cuﬂ!li;u ation WIN-OIVENILLSDR

Deployment Configuration

Select the deployment operation

Domain Controller Cpticns ) - )
) Add a domain controller to an existing domain

B it it = Sy 2 ST

Acidiiana; CpHaa ) Add a new domain to an existing forest

Paths @) Add a new forest

Review Cptions

Specify the domain information for this operation
Prereguisites Chack

Roct domain name: ISERINK.ORGl

Maore about deployment configurations

Image 3.5.2: Deployment Configurations tab

4. In the Domain Controller options tab select the function levels as Windows Server 2012,
make sure DNS is unchecked and select a Directory Services Restore Mode password
you can use the table in Appendix A to write down this password. These settings can be
seen in image 3.5.3
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. . TARGET SERVER
Domain Controller Options ad

Deployment Configuration ) B
Select functional level of the new forest and root domain
Domain Controller Options

Additional Cptions
Paths

-

Forest functional level: | Windows Server 2012 R2

= |

Domain functional level: | Windows Server 2012 R2

peEwt prighs Specify domain controller capabilities

jisit
Prereguisites Chack [[] Domain Name Systemn (DNS) server

[v] Global Catalog (GC)

[] Read anly domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password
Password: sssssscssens

Confirm password: o-.u--u...|

More about domain controller options

[ <brevious | | Net> | |

Image 3.5.3: Domain Controller option tab

5. In the Additional Options tab set the NetBIOS name to ISERINK as seen in image 3.5.4
this should automatically populate.
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= Active Directory Domain Services Configuration Wizard =N -

TARGET SERVER

Additional Options 5y

Coanfiauration

Verify the NetBIOS name assigned to the domain and change it if necessary

) Options
The NetBIOS domain n 1 ISERINK
Additional Options s Sl

More about additional options

| < Previous | I_ﬂex‘t> | Insta
Image 3.5.4: Additional Options tab

werShell

6. Leave all setting in the Paths tab as their default settings.
7. Review your settings to make sure they are correct then click install on the final page
after your system has verified that all necessary prerequisites are installed.
8. Your server should automatically reboot and your Active Directory is now set as a
Domain Controller
After the Active Directory server is completely set up proceed to step 3.5.3

Step 3.5.2: Using an existing Active Directory server

If an existing active directory server is being used it is strongly suggested that you create A
new group to be the Administrators for IScorE. Here is an example for how to do this but You
are able to organize this in any way to fit the structure of your existing architecture.

1. Create a new OU named CDCAdmin

2. Inside this OU create a group named CDCAdmins

3. Add all users that you would like to have full access to the IScorE admin into this

group.
Step 3.5.3: Create AD groups and Organizational Units

Below is instructions to access a PowerShell script to complete the basic AD setup. The script
sets up all Organizational Units and groups but, you will have to add the users yourself. It is
important that you understand the organization to add the users. More details are provided in
section 3.5.3.2
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The script is available through SCP on isechest.iac.iastate.edu you will access this using an
SCP client on your Active directory server. Download and install WinSCP from www.ninite.com
then start WinSCP and log in using the credentials you were provided to download the Virtual
Machine images.

E\& Login - WinSCP

G New Site Session
File protocol:
SFTP -

Host name: Port number:

isechest.iac.iastate.edu 22 5

User name: Password:

iserinki01 TIIIIIL]

S

Bl ) (i

Image 3.5.5: WIinSCP Login

Navigate to “/usr/home/downloads/ISERink/scripts/” and download “active_directory_setup” to
your desktop. Right click on the file and select “Run with PowerShell”
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http://www.ninite.com

Edit

[&f  Edit with Notepad++

‘ Scan with Microsoft Security Essentials...
Open with...

Share with

Restore previous versions

Send to
Cut
Copy

Create shortcut
Delete

Rename

Properties

Image 3.5.6: run active_directory_setup

If you launch “Active Directory Users and Computers” you should now see all the users, groups,

and Organizational units.

File Action View Help

je= 2@ 40/ XD B

Rt aaTan

3 Active Directory Users and Com
p [ Saved Queries
4 F3 iserink.org
i | Builtin

2] CDCUsers

[ Computers

2 Domain Centrollers

] ForeignSecurityPrincipal:

2] GreenTeam

7] Managed Service Accour

2 RedTeam
[ Users
[F] White

Mame
82,CDC Team 1
82, CDC Team 10
CDC Team 11
82, CDC Team 12
82, CDC Team 13
82, CDC Team 14
82,CDC Team 15
82, CDC Team 16
82, CDC Team 17
82, CDC Team 18
82,CDC Team 19
82,CDC Team 2
82, CDC Team 20
82, CDC Team 21
82, CDC Team 22
82, CDC Team 23
82, CDC Team 24
82 CDC Team 25
82, CDC Team 26

_|| 88, CDC Team 27
| B2 rn- Tearn 28

Type

Security Group..
Security Group.
Security Group...
Security Group..
Security Group..
Security Group.
Security Group..
Security Group.
Security Group..
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...

Securitu Grnnn

Description
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Image 3.5.7: Active directory structure
Step 3.5.4: Create users
Step 3.5.4.1: Create new user

To add a new user right click on the Organizational unit you wish to add a user to and select
new and then user.

I | CDCUsers ||
Delegate Control...
Move...
Find...
Computer Mew »
Contact All Tasks [
Group View b
InetOrgPerson Cut
mslmaging-P5Ps Delete
MSMO Queue Alias Rename
Organizational Unit Refrech
Printer Export List...
User | _
Shared Folder Properties
| < m Help

Image 3.5.8: add new user

You will then see a prompt to set the users data. Enter all of this information: at minimum you
must enter first name, last name, user, login name, and password.

Step 3.5.4.2: Add user to desired groups

There are four groups of users for IScorE. All users must be set up in one of the ways
described below depending on what actions they should be able to perform. To add a user to a
group right click on the user and select “Add to a Group...” then enter the group name and hit
OK. For details on what groups to add users to, see the discussions below
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Select Groups J

Select this object type:
|Gmups ar Builtin security principals | | Object Types... |

From this location:

|iseage.urg || Locations... |

Enterthe object names to select (zxamples):

COC Team 1; COCUsers| Check Mames

o] [coua |

Image 3.5.8: add user to group

Blue user

Blue users are a member of CDCUsers and “CDC Team X where X is the user’s team number. The
CDCUsers OU structure can be seen in the diagram in Image 3.5.5. Each of these users can log into
IScorE and preform actions for their team such as view team specific information, download flags, and
submit documentation

00
L s s
Team 1 Users Team 2 Users Team N Users

Image 3.5.9: CDCUsers Organizational Unit Diagram

Green user

Green users are a member of the group Green. The GreenTeam OU structure can be seen in Image 3.3.5.
Green team users can log in to IScorE and perform tasks necessary for grading teams such as viewing all
teams’ team specific info, grade anomalies and, grade documentation.
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Green Admin

Green Admins are members of the group GreenAdmin and Green. The GreenTeam OU structure can be
seen in Image 3.3.6. Green Admins can log in to 1ScorE and perform tasks necessary for grading
including creating usability checks and, creating anomalies.

i

Green users

Green Leaders

Image 3.5.10: GreenTeam Organizational Unit Diagram

Red user

Red users are a member of the group Red. The RedTeam OU structure can be seen in image 3.5.7. Red
team users can log in to IScorE and perform tasks necessary for attacking and scoring the teams such as
submitting a captured flag, planting a flag and, grading earnbacks.

Red users

Image 3.5.11: RedTeam Organizational Unit Diagram

White user
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White users should be a member of Domain Admins, White. The White OU structure can be seen image
3.5.8. White users can log in and see all areas and preform all actions in IScorE. This includes wiping
information, creating new competitions and, overriding team scores.

1=

White users

Image 3.5.12: White Organizational Unit Diagram

Step 3.5.5: Configure I1ScorE

1. Login to the IScorE as root, with initial password of “iseage”.

2. Next you will need to configure IScorE to query the Active Directory that you just set up.
From the command line edit the file “/var/www/iscore/settings.py”

3. Inthe line “AD_DNS_NAME = ‘129.186.5.162’ " replace 129.186.5.162 with the IP
address of your Active directory server, as seen in image 3.5.9.

4. If an existing active directory server is being used and you don’t want your domain
admins to have Admin status on IScorE you can replace Domain Admins in the line
“AD_MEMBERSHIP_ADMIN = ['[Domain Admins’]” to the name of the group you created
earlier.
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HEETRIR RIS

t ActiveDirectory Settings

A ARfAAAARAERER

AD_DNS_NAME = '129.186.5.162' # FOQDN of your DC

AD_LDAP_PORT = 389

AD_LDAP_URL = 'ldap:/-xs:xs' » (AD_DNS_NAME, AD_LDAP_PORT)
If using SSL use these:

AD_LDAP_PORT=636

HAD_LDAP_URL="1ldaps:~/~»s:»s" » (AD_DNS_NAME,AD_LDAP_PORT)

AD_SEARCH_DN = 'dc=iserink,dc=org’

AD_NT4_DOMAIN = ' ISERINK.ORG'

AD_SEARCH_FIELDS = ['mail’,’givenName’,’'sn’,’ sAlAccountName’ , ' memberOf ']

AD_MEMBERSHIP_ADMIN = ['Domain Admins’]l # this ad group gets superuser status in django
AD_MEMBERSHIP_REQ = AD_MEMBERSHIP_ADMIN + ['CDClUsers’,’Green’,’'White’,'Red’1 # only members of this

group can access

AD_CERT FILE = False # this iz the certificate of the Certificate Authority issuwing your DCs certif
icate

AD_DEBUG = True

AD_DEBUG_FILE = 'rvar-log-/iscore/ldap.debug’

nD Permission Groups

AD_UHITE_GROUF = ["White']

AD_GREEN_GROUP = ['Green’]

AD_GREEN_ADMIN_GROUP = ['Greenfidmin’]

AD_RED _GROUP = ['Red’]

AD_BLUE_GROUP_PREFIX =
= prefix is "Blus"

"Blue’ # Assuming you have a group for each team: “"Blue 1" “Blue Z" then thi

AUTHENTICATION_BACKENDS = (
"auth.ActiveDirectoryfuthenticationBackend' ,

Image 3.5.13: IScorE Idap setup
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Section 4: ISERInk Testing

There are several simple steps that test the basic functionality of ISERink. More detailed
testing procedures are explained in the ISERIink users’ guide. If any of these tests fail you
should use the support on the ISERink web site. The goals of the testing are to check:

the connectivity across the competition network

test the connectivity of ISERInk to the Internet

test IScorE

test ISEAGE management

Internal connectivity: The goal of these tests are to see if ISEAGE can route traffic. These
tests will be run from Keyholel and will ping all of the gateways for the 45 subnets. To run this
test you will need to bring up the console window on the virtual machine keyholel. From the
console window, you will need to login to Keyholel as root with the password of “iseage”.
Once you have logged in you will run the following command:

“sh /homef/tests/ISERInk-router-test.sh more”

You will see a printout similar to the one shown in the Figure 4.1. There should be 15 routers
for each board reporting back they are alive.

(%) Keyholel on doul

File View WM

I - < R R

Board 1

64.39.3.254 is alive
33.96.5.254 is alive
196.1860.68.254 iz alive
184.196.188.254 is alive
61.14.668.254 is alive
2.184.163.254 is alive
64.5.53.254 is alive
52.135.808.254 is alive
79.5.64.254 is alive
49.49.33.254 is alive
42.49.38.254 is alive
73.54.41.254 is alive
84.56.33.254 is alive
87.45.75.254 is alive
2088.35.23.254 is alive
board 2

201.283.288.254 is alive
188.64.2083.254 is alive
288.2.96.254 is alive
6.87.159.254 is alive
1968.45.18.254 i=s alive
76.5.61.254 is alive
§2.46.91.254 is alive

—More--(byte 589)

Figure 4.1 Testing internal connectivity
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External connectivity: The goal of this test is to test if Keyhole2 can access the Internet and
if the proxy servers work. If you bring up the console window for Green-KALI you can log in
(user = root, password = iseage) and run iceweasel this is a browser and you should be able to
access web sites.

IScorE testing: The goal is to see if the IScorE web service is running. You should be able to
access the website from outside ISERink and from Green-KALI using the FQDN you picked for
IScore.

ISEAGE management: The goal is see if the ISEAGE web service is running. If you point
your browser to the outside IP address of snowbank you should see a web page with ISEAGE
on it.
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Appendix A: Configuration tables

The tables on this page can be printed then filled out and kept as a reference.

Management information:

ESXi Root password:

ESXi Management IP address:

ESXI server name:

ESXi DNS server:

SnowBank WAN [P Address

SnowBank Default Gateway:

ISERInk server name:

ISERink DNS server:

IScorE IP address

Physical network configuration

VMNIC External ID or label

VmnicO

Vmnicl

Vmnic2

Vmnic3

Vmnic4

Vmnic5
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