ISERInk Mentor Training Activity

Overview

This activity will provide an introduction to the ISERInk environment by walking through the
installation of Debian 8 (Jessie) and the installation and testing of the Apache web server. This
walkthrough will highlight the features and available functionality, as well as some gotchas, of
the ISERink environment.

Agenda

Overview of the ISERink ISO Grabber
Accessing VCenter

Creating a Virtual Machine

Install Debian on the Virtual Machine
ISERink RDP: PuTTY and Web Browser



Overview of the ISERInk ISO Grabber

Virtual machines, like any other system, must have an operating system installed. Like with
many other systems, the simplest way to install an OS is by booting a live CD. The ISERink
provides an ISO grabber at http://iserink-iso.iseage.org. Search through the list and locate the
debian-8.3.0-amd64-DVD-1.iso file. This is the CD image we will use to install Debian Jessie on
a virtual machine.

If you wish to use an OS that is not provided, you can paste the URL into the grabber to have it
imported into the ISERink environment. The ISO grabber webpage also contains information for
Windows license keys.

Accessing VCenter

There are three options for accessing VCenter: the VCenter web client, the VMWare VSphere
Windows client (“thick client”) on a local machine, and the thick client via the iserink-rdp server.
The screenshots in this walkthrough were taken with the web client. The thick client interface is
slightly different, but it is an easy transition. If you encounter any issues with VCenter, it may
help to try switching to a different client.

For the training exercise, please select one of the methods to access VCenter and log in.

Accessing the web client

Access the web client by visiting http://iserink.iseage.org. Select “Log in to VSphere Web
Client.” Log in with your domain username and password. The welcome screen is shown below.
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Installing the thick client

The thick client is only supported on windows. The installer can be downloaded from
http://vsphereclient.vmware.com/vsphereclient/VMware-viclient-all-6.0.0.exe. When connecting
with the thick client (from a local machine or from the RDP server), use iserink.iseage.org as the
server name and your domain credentials.

Connecting to iserink-rdp (and using the thick client)

The ISERink RDP server is primarily used for testing, but it can be used to access the VSphere
thick client as well. This is a good option if you have no support for Flash on a local machine
and no way to install the thick client (or the OS is not Windows).

To access iserink-rdp, start a Remote Desktop (RDP) client. The Windows RDP client is shown.
Enter iserink-rdp.iseage.org as the computer, and click connect.
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You will be asked for credentials when you connect.

\:v Show Options

Select “Other account” if necessary, and enter your domain credentials. @iseage.org must be
appended to the username.

Enter your credentials

These credentials will be used to connect to iserink-rdp.iseage.org.

H drahos@iseage.org

’ training1@iseage.org

| eesseesesseed

Domain: iseage.org

[ ] Remember my credentials

This will create a virtual desktop. The thick client is available on this server from the desktop
icon “WMWare VSphere Client”. As mentioned before, the interface is similar, yet slightly
different.
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Creating a Virtual Machine

This next section will walk you through creating a virtual machine. This allocates resources for
the machine and determines which network(s) it will be attached to. This step does not install
an operating system on the virtual machine.

First, select the “VMs and Templates” view in the column to the left. Expand the tree view to
reach your folder. Each user will have a single folder assigned that is used to hold virtual
machines. Right-click on the folder and select “New Virtual Machine...”
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On the first page of the wizard, simple press “Next” to create a new virtual machine. Other
options can be used to manipulate virtual machine templates, which is outside the scope of this



activity. Assign the VM an appropriate name, and place it in your folder.
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The next step is to select a “Compute Resource” for your virtual machine. Expand the tree view
and select your resource pool, then press Next.
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Selecting a compute resource.

On the next screen, use the lower pane to select a storage location. The exact host does not
matter, but you may find it preferable to keep all related VMs on a single host in more complex



virtual environments.
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Selecting storage location.

Simply press Next (“Compatible with ESXi 5.5 and later”) in step 2d and proceed to “Select a
guest OS”. On this page, select Linux for the family and Debian GNU/Linux 7 (64-bit) as the OS
version. This page is almost entirely meaningless, and does not install a guest OS.
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This is not important.

In Step 2f, you will select the hardware configuration of your virtual machine. There are several
critically important steps to perform. Be conservative with your RAM usage: 1024 MB is more
than sufficient for a non-GUI Linux virtual machine. Expand the “New hard disk” tree and
select the “Thin provision” radio button. This is critical to permit scalable operation of



the ISERIink cluster. 16 GB is typical for a Linux server. More is required for Windows.
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RAM and hard disk.

Scroll down and verify that the “New Network” has the “Playground” network selected. This
virtual network represents the ISERink simulated internet. Also ensure that the “Connect...” box



is selected. Press Next to continue, and then Finish to create the virtual machine.
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Verify network configuration.
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Installing Debian on the new VM

This process is, for the most part, identical to installing Debian Linux on a physical machine.
The 1SO must first be “put” into the drive, and then the installation will proceed as normal.

First, select “Edit virtual machine settings” from the VM “Getting Started” tab or right-click the
VM and select “Edit settings”. In this window, you can edit any of the virtual hardware settings.
Expand the CD/DVD drive 1 dropdown and select “Datastore ISO file”. Then, select “Browse”.
Select the ISO Datastore, then scroll through the “Contents” pane and select the “debian-8.3.0-
amd64-DVD-1.iso” file. After selecting the 1SO, ensure the “Connect at power on” box is
checked. Press “Ok” to save the settings.
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ISO selected and connected at power on.

Once the I1SO is added, there will be a brief delay before the settings update. Once the screen
refreshes, press “Power on the virtual machine” on the “Getting Started” tab, or right-click the
VM and select “Power->Power On”.
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Powering on the VM.

Once you have selected “Power On”, right-click the VM and choose “Open Console”.
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Opening the virtual console.
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The virtual console.

For the sake of brevity, most of the Debian installation options will not be shown. Only those
with notable non-default options will be displayed.

Proceed through the Debian setup with default options until it notifies you that network
autoconfiguration has failed. Select “<Continue>", then “Configure network manually”. You will
arrive at a screen for entering the IP address. Consult the table at the beginning of this
document for your IP address range. Select an fourth octet within your IP address range to use
(the final octet of 254 is reserved). 43.112.55.50/24 is used in this example, within the
43.112.55.0/24 range assigned to training1.
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[11] Configure the network |
The IP address is unigue to your computer and may he:

* four numbers separated by periods (IPvd);
% blocks of hexadecimal characters separated by colons (IPvE).

¥You can also optionally append a CIDR netmask (such as "/24').

If you don't know what to use here, consult your network administrator.

IF address:

<Go Back> <Continue>

IP Address

Enter the default gateway from the table at the beginning of this document. Note that it is pre-
filled, but incorrectly.
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[11] Configure the network |

The gatewsy is an IP address (four numbers separated by periods) that indicates the

gateway router, also known as the default router. ALl traffic that goes outside your LAN
(for instance, to the Internet) is sent through this router. In rare circumstances, you
may have no router; in that case, you can leave this blank. If you don't know the proper

answer to this guestion, consult your network administrator.

Gateway:

<Continue>

<60 Back>

The correct default gateway.

Use 199.100.16.100 as the “Name server address”. This address is important to remember: it is
also the address of the HTTP proxy from the ISERink to the World Wide Web. The pre-filled

value is incorrect.
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1 [11] Configure the network |
The name servers are used to look up host names on the network. Please enter the IP
addresses (not host names) of up to 3 name servers, separated by spaces. Do not use
commas. The first name server in the list will be the first to be gueried. If you don't
want to use any name server, just leave this field blank.

Name server addresses:

199.100.16. 100

<Bo Back> <Cont inue>»

DNS Server address

The selected hosthame and domain name are not significant. Select a root password. For this
activity, anything is suitable. The ISERink environment is isolated from attacks. There is no
need to be concerned about having a weak root password. The primary purpose of the ISERink
is to protect poorly-secured machines from the dangers of the real Internet. Additionally, you
must create a name, username, and password for a non-root user. Please remember or write
down these details. If you are not creative, here is a default configuration:

Root password: toor
User’s name: training
Username: training
User’s password: training

Select the time zone and use the recommended (default) partitioning of “Guided - use entire
disk”. Select default values throughout this section: The first hard disk, “All files on one



partition”, and then “Finish partitioning and write changes to disk”.
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Training VM Toggle Keyboard | View Fullscreen | Send Ctrl+Alt+Delete

[!!] Partition disks |

This is an overview of your currently configured partitions and mount points. Select a
partition to modify its settings (file system, mount point, etc.), a free space to create
partitions, or a device to initialize its partition table.

Guided partitioning

Configure software RAID

Configure the Logical Volume Manager
Configure encrypted volumes
Configure iSCSI volumes

SCSI3 (0,0,0) (sda) - 17.2 GB VMware Virtual disk
#1 primary 16.4 GB f ext4 /
#5 logical 748.7 MB f swap swap

Undo changes to partitions
nish partitioning and write chang

<Go Back>

Partition configuration.

You will have to use “tab” to select “Yes” on the confirmation dialog. The installation will begin -
this will take several minutes.
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Toggle Keyboard

View Fullscreen

Send Cirl+Alt+Delete

Unpacking findutils...

1 Installing the base system |

A complimentary cocktail bar is available to help pass the time.

Once the base system has finished installing, there is another pass of options to configure. The
first prompt will ask if you want to scan another CD or DVD. Select “no” (default). The next

prompt will ask if you wish to use a network mirror. Select “Yes”.
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1 [!] Configure the package manager [

A network mirror can be used to supplement the software that is included on the CD-ROM.
This may also make newer versions of software availashle.

You are installing from a DVD. Even though the DVD contains a large selection of
packages, some may be missing. If you have a reasonably good Internet connection, use of
a mirror is suggested if you plan to install a graphical desktop environment.

Use a network mirror?

<Go Back>

Select “yes” to use a network mirror.

On the next two screens, (Country/Region, and mirror URL). simply press Enter to use the
default options (United States, ftp.us.debian.org). The ISERink uses a proxy to access the
World Wide Web. The proxy URL is “http://199.100.16.100:3128". Enter the proxy information
when prompted.



ftp://ftp.us.debian.org)
http://199.100.16.100:3128
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1 [!] Configure the package manager [

If you need to use a HTTP proxy to access the outside world, enter the proxy information
here. Otherwise, leave this blank.

The proxy information should be given in the standard form of
"http:// [[user] [:pass]l@]lhost [:port] /.

HTTP proxy information (blank for none):

<60 Back> Cont inue>

Proxy information entered.

Once the proxy information is entered, Apt will retrieve several files and there will be another
wait while additional packages are installed.
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1 Select and install software |

bd

Running post-installation trigger initramfs-tools (amded)

This is another good opportunity to take a break.

There will be another set of options after approximately 5 minutes. Simply select No (default)
when prompted about participating in the package usage survey. The next window screen will
be used to configure the server. Unselect the desktop environment and print server, and select
the web server and SSH server. Leave the standard system utilities selected. Select/unselect
with the spacebar. Enter will continue.
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[!] Software selection |

At the moment, only the core of the system is installed. To tune the system to your
needs, you can choose to install one or more of the following predefined collections of
software.

Choose software to install:

em utilities

<Cont inue>

Basic software selection

The installation will take some time.
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Training VM

1 Select and install software |

93%

Installed xml-core (amd6d)

Final installation progress bar



The last configuration options regard the bootloader. Select “Yes” to install GRUB, then choose
the first hard disk “/dev/sdal”.

- Y

Training VM

f (&) vSphere Web Client

x D Training VM

C' B https:/iserink.iseage.org:9443/vsphere-client/webconsole.html?

It seems that this new installation is the only operating system on this computer. If so,
it should be safe to install the GRUB boot loader to the master boot record of your first

hard drive.

Harning: If the installer failed to detect another operating system that is present on
your computer, modifuing the master boot record will make that operating system
temporarily unbootable, though GRUB can be manually configured later to boot it.

Install the GRUB boot loader to the master boot record?

<Go Back>

50370576-8F 7| O =

Toggle Keyboard | View Fullscreen | Send Ctri+Alt+Delete

[!1] Install the GRUB boot loader on a hard disk |

Select “Yes”
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[!1] Install the GRUB boot loader on a hard disk |

You need to make the newly installed system bootable, by installing the GRUB boot loader
on a bootable device. The usual way to do this is to install GRUB on the master boot
record of your first hard drive. If you prefer, you can install GRUB elsewhere on the
drive, or to another drive, or even to a floppy.

Device for boot loader installation:

Enter device manualli

<Go Back>

Select this disk.

Once the bootloader is installed, the installation will finish and you can select “Continue” to
reboot the system. Debian is now installed.



ISERInk RDP: PUTTY and Web Browser

The ISERIink environment is isolated from the internet. In order to test your VM, you will have to
connect to the ISERiInk RDP server using a Remote Desktop Protocol Client. The Remote
Desktop client in Windows will be shown.

Enter iserink-rdp.iseage.org as the computer, and click connect.

.| Remote Desktop
~>¢ Connection

Computer: | izerink-rdp jizeage.org|

Username: dshos@iseage.omg

You will be asked for credentials when you connect.

'Z;;_., Show Options

Select “Use another account” if necessary, and enter your domain credentials. ‘@iseage.org’
must be appended to the username.


mailto:@iseage.org

Enter your credentials
These credentials will be used to connect to iserink-rdp.iseage.org.

drahos@iseage.org

| training1 @iseage.org

Domain: iseage.org

[ ] Remember my credentials

This will create a virtual desktop that is “inside” the ISERink and can directly access services
provided by the virtual machines. From the virtual desktop, launch a web browser. Enter the IP
Address of your VM in the web browser, and it should load the Debian Default Page as seen
below. Note: If you enter the IP address of your VM from anywhere outside of the ISERink
(ie. your laptop), you will not connect to your VM. This is the ISERIink’s isolation at work.

/ 1) Apache2 Debian Defauit i X
& € [1431125550

@ Apache2 Debian Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Debian systems. If you can read this page, it means that the Apache HTTP server
stalled at this site is working properly. You should replace this file (located at
/heml/index.htn1) before continuing to operate your HTTP server.
f you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Debian's Apache? default configuration is different from the upstream default configuration, and split into
several fles optimized fr nkeracion with Debian tool. The configuraion system i fully documented
in pa README.Debi: Refer to this for the full documentation.
Documentation for the web server itself can be found by accessing the manual if the apache2-do

package was installed on this server
The configuration layout for an Apache2 web server installation on Debian systems is as follows:

/etc/apache2/
§ ey

rts. conf

«  apache2.conf is the main configuration file. It puts the pieces together by including all remaining
configuration files when starting up the web server.

* ports.conf is always included from the main configuration file. It is used to determine the
listening ports for incoming connections, and this file can be customized anytime.

«  Configuration files in the mods-enabled/, conf-enabled/ and sites-enabled/ directories contain
particular configuration snppets which anage modules, g\obal Configumtion fragments, or virtual

host configurations, respectively. 1 | o
©  They are activated by svn\!mklng avaname configuration files from their respective *-available/ [ | | WmeWS Server 201 2 R2

counterparts. These sho ged by using our helpers azennod, a2dismod, a2ensite
a2dissite, and a2encont FEETRT . Sex their espective san pages for detaled information.

‘The binary is cal the use of environment variables, in the default
confg needs to be started/stopped with /etc/init.d/apache2 or apache2ctl.
Calling /usr/bin/apache2 directly will not work with the default configuration.

NG 1205PM
~FBEG oV 7/23/2016

The ISERink RDP also offers a more convenient alternative to the VMWare Virtual Console.
The virtual console has many issues (notably lack of copy-paste) that make it inconvenient to




use except as a last resort when the VM is otherwise unreachable. Because the VM was
configured with an SSH server, the RDP hop can be used to connect with SSH. Launch PuTTY
on the RDP hop. Enter the VM’s IP, and log in with the account you created during Debian
installation (NOT your domain credentials).

s PUTTY Configuration _
Category:

= Sgssinn Basic options for your PuTTY session

- Ten I_.cuglging Specify the destination you want to connect to
Tmlé;:tunard Host Mame (or IP address) Port
- Eell 43.112.55.50) | [22
- Feagtures [Ennneu:tinn type: . ) ~

= Window (_JRaw () Telnet ¢ Flogin ® 55H ) Seral
ﬁppea@nce Load, save or delete a stored session
- Behaviour
.. Translation Sawved Sessions
- Selection |
C':'l':'!"m Default Settings Load

= Connection
- Progy

Rlogin
+-55H
""" Senal Close window on exit: }
() Mways ) MNever (% Only on clean exit

Mot ||  Help Open || Cancel




training@training: ~

This SSH session can be used to perform any further administration or configuration of the
server.

The RDP hop offers a familiar windows environment that is “inside” the ISERink. It also has
several useful tools, such as PUTTY and WinSCP. WinSCP can be used to copy files to-and-
from VMs within the ISERink. This provides a painless way to download files from the Internet
via a web browser on the RDP hop, and then transfer them to the VM with WinSCP. If the user
is not familiar with Linux editors and tools, files can also be transferred to the RDP hop and
edited with Windows tools, then transferred back. To demonstrate this ability, open a text editor
on the RDP hop (Notepad++ is recommended) and enter/paste the following content:

<html>
<head>
</head>
<body>
<p>Hello, world!</p>
</body>
</html>

Save this file as hello.html. The exact location does not matter.



[ *new 1 - Notepad++

File Edit Search View Encoding Language Settings Macro Run Plugins Window ?
OHERRE sk 2| ekl &% BE=1[EEERH|BENEE @
Hrew1 B

1 <html>

o <head>

z z;;:;ii) ®© » |F;| » trainingl » Documents v c.‘ | Search Dacuments
b3

&

7

<p>rHello, world!</p>
</body> Organize v  New folder

</html> —
7 Favorites Date modified Type

Bl Desktop
& Downloads
%l Recent places

Mo items match your search.

1% This PC

e'! MNetwork

[<]

File name: | hello.html|

Save as type: | All types (*.%)

‘4. Hide Folders

Mormal text file length: 77 lines: 7 hi; COl:o E.U\u

Close the text editor, and launch WinSCP. Enter the IP address and account credentials for
your VM.

Session
File protocol:
|sFTP

Host name:
|4:-'.. 112.55.50

Liser name: Password:

|trair1ing | |i||-|||||

ot I+




The WInSCP window shows the RDP hop on the left, and your VM on the right. If necessary,
navigate to where you saved the hello.html file on the RDP hop. Then, drag it over to your home
directory on the VM. Once you have done this, the file will appear if you run ‘Is’ in the PUTTY
session, or print the file with ‘cat’.

* Local Mark Files Commands Session Options Remote Help
[ & 53 Synchvonize | B P [ @ | | [5Queue ~ Transfer Settings Default
& training@43.112.55.50 | [ New Session |
(EMydocum + (BF] i -0 - BEQAE %W A E@F -0 BERE ®
. Properties |B ™ ([ ® 8 Download g | [ Edit 3 o [ Properties ™ i[H

Size Type Marme e Changed
& . Parent directory i T/18/2016 10:37:28 PM

I_il hello.html 1KE HTML File : |E| k;ello.htmi T/23/2016 121641 PM

<] ][] B
0B of 7TBin0of 1 4 hidden 0B of TTBinOof 1 3 hidden
SFTP-3 £

Using WiInSCP to copy a file to the VM



training@training: ~

Confirming the file was copied

Finally, the ‘hello.html’ file can be added to the website by moving it into the /var/www/html|
directory. In order to do this, you must escalate to root by running ‘su’ and then entering the root
password. Then, move the file to the webroot with ‘mv hello.html /var/www/html/index.html’.
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Moving the file to the website

You can now view hello.html in a web browser.



[4 43.112.55.50/hellohtml X

€ = C |} 43.1125550/hellohtml W=

Hello. world!

It works!

This finished the training activity. We hope it is a useful introduction to the basics of using the
ISERink environment to set up Linux servers, and that it shows you how to work with and
around the isolation provided by the ISERink by using the tools provided.



